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For assuring the longevity of information, perhaps the most important role in the
operation of a digital archive is managing the identity, integrity and quality of the
archives itself as a trusted source of the cultural record.

Preserving Digital Information, 1996

Introduction

Almost a decade ago, the Task Force on Archiving of Digital Information (1996) declared “a
critical component of digital archiving infrastructure is the existence of a sufficient number of
trusted organizations capable of storing, migrating, and providing access to digital collections.”
The task force saw that “trusted” or trustworthy organizations could not smply identify
themselves. To the contrary, the task force declared, “a process of certification for digital
archivesis needed to create an overall climate of trust about the prospects of preserving digital
information.” The task force stopped short of articulating the details of such a certification
process. Certainly one obstacle was the fact that few organizations actually had digital
repositories or archives at that time.

Work in articulating responsible digital archiving infrastructure was furthered by the
development of the Open Archival Information System (OAIS) Reference Model. Designed to
create a consensus on “what is required for an archive to provide permanent or indefinite long-
term preservation of digital information,” the OAIS addressed fundamental questions regarding
the long-term preservation of digital materials that cut across domain-specific implementations.
The reference model (1SO 14721) provides a common conceptual framework describing the
environment, functional components, and information objects within a system responsible for the
long-term preservation of digital materials (CCSDS, 2002). Long before it became an approved
standard in 2002, many in the cultural heritage community had adopted OAIS as a model to
better understand what would be needed from digital preservation systems. Institutions began to
declare themselves “ OAIS-compliant” to underscore the trustworthiness of their digital
repositories, but there was no established definition of “OAIS-compliance,” let alone a
mechanism for measuring it.

In 2002, RLG and OCLC jointly published Trusted Digital Repositories: Attributes and
Responsibilities (TDR), which further articulated aframework of attributes and responsibilities
for trusted, reliable, sustainable digital repositories capable of handling the range of materials
held by large and small cultural heritage and research institutions. The framework was broad
enough to accommodate different situations, technical architectures, and institutional
responsibilities while providing a basis for the expectations of a trusted repository. The document
has proven to be useful for institutions grappling with the long-term preservation of cultural
heritage resources and has been used in combination with the OAIS as adigital preservation
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planning tool.> As aframework, this document concentrated on high-level organizational and
technical attributes and discussed potential models for digital repository certification. It refrained
from being prescriptive about the specific nature of rapidly emerging digital repositories and
archives and instead reiterated the call for certification of digital repositories, recommending the
development of certification program and articulation of auditable criteria.

RL G-NARA Digital Repository Certification Task Force

In 2003, RLG and the National Archives and Records Administration created ajoint task forceto
specifically address digital repository certification. The goal of thistask force has been to
develop criteriato identify digital repositories capable of reliably storing, migrating, and
providing access to digital collections. The challenge has been to produce certification criteria
and delineate a process for certification applicable to arange of digital repositories and archives,
from academic institutional preservation repositories to large data archives and from national
libraries to third-party digital archiving services.

Digital preservation infrastructure continues to grow through institutional funding and national
initiatives like the US National Digital Information Infrastructure and Digital Preservation
Program or the European Union Research Policy & Funding Framework Programmes. Research
and development projects continue to address the remaining digital preservation challenges.
While these challenges have not yet been resolved, the proliferation of experience, research, and
infrastructure throughout the cultural heritage community has made trustworthy digital
repositories conceptually realistic. Over the last two years, projects, programs, and collaborative
work have begun to cultivate a shared view among stakeholders on well-defined infrastructure
and processes for achieving certain digital preservation objectives.

The groundwork has been laid for the establishment of the long-awaited certification process for
digital repositories. Over the last two years, the RLG-NARA task force has worked to define and
articulate metrics or indicators of trustworthiness and reliability for digital repositories. The
process has been iterative and the following criteria and documentation is the fifth generation of
the expert group’ swork. It represents best, current practice and thought about the organizational
and technical infrastructure required to be considered trustworthy and capable of certification. It
documents criteria that trustworthy repositories will be able to meet, providing explanations and
examples. Section 111 of the document is the audit tool.

Intended audience
This document is produced primarily produced primarily for those who work in or are

responsible for digital repositories seeking to be certified against its requirements and for those
who will carry out the audit and certification process. To a great extent, these groups may be

! The Cornell University Library Digital Preservation Management considers Trusted Digital Repositories:
Attributes and Responsibilities (TDR) and the OAIS Reference Model to be two foundational documents for
institutions approaching digital preservation. The Cornell workshop advocates a“ merged model” of digital
preservation that combines the TDR and OAI S because, according to the workshop, the TDR on its own lacks an
implementation model while the OAIS on its own lacks an organizational context. Together, Cornell states, they
leverage community-based efforts and enable collaborative initiatives.
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expected to overlap. Many of the requirements can only be tested by those with working
knowledge of digital repository operations, so an audit is likely to be carried out, at least in part,
by peers.

The requirements touch on every level of arepository's functions, so the document will be
relevant to staff with many different roles within arepository and the organization of whichitis
part. The organization’s senior management and policy makers will need to be aware of at least
the requirements of section A of the Audit and Certification Criteria. Systems and network staff,
who may be responsible for many parts of infrastructure other than those specific to the
repository, will have an interest in section D, which is also of relevance to those responsible for
matters such as building security and fire protection. Those who deal with external users,
whether producers of material or consumers of it, will find much that is relevant to their work in
sections B and C.

The document is expected to be of interest to awider community than this, however.
Organizations planning repositories, and repositories that do not expect to seek certification but
are, for example, themselves part of achain of preservation, or are unsure of its relevance to
them, are till likely to find much that is of interest here. The analysis of arepository’s functions,
the itemized requirements, and the explanations of how they can be tested, can al help a
repository plan and review its working practices. This may reassure the repository that it is
operating in accordance with recognized best practice, it may help staff and users understand the
repository’s actions, and it can help an organization focus limited resources where they will best
ensure that digital resources will survive.

Both producers of digital material that will be preserved for long periods and users of this
material will find much useful information here to help them understand what to expect from the
repositories they deal with. It may help some producers streamline their interactions with the
repositories that take long-term responsibility for their materials.

Even in the absence of any formal certification process, this document will help organizations
considering outsourcing some or all aspects of digital preservation by showing how they can
ensure that the organizations they contract with are carrying out the task of digital preservation in
away that deservestrust.

Terminology

Digital preservation interests arange of different communities, each with a distinct vocabulary
and local definitions for key terms. A glossary is included to convey exact meaning of many of
the terms in this document, but it isimportant to draw attention to the usage of several key ones.

In general, key terms in this document have been adopted from the OAIS Reference Model. One
of the great strengths of the OAIS Reference Model has been to provide a common terminol ogy
made up of terms “ not already overloaded with meaning so as to reduce conveying unintended
meanings’ (OAIS, 2002). Because the OAIS has become a foundational document for digital
preservation, the common terms are well understood and are therefore used within this
document. Definitions for some OAIS terms appear in the glossary along with other terms.

The OAIS Reference Model uses “digital archive’ to mean the organization responsible for
digital preservation. In this document, the term “repository” or phrase “digital repository” is used
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to convey the same concept in all instances except when quoting from the OAIS. It isimportant
to understand that in all instancesin this document, “repository” and “digital repository” are used
to convey digital repositories and archives that have long-term preservation responsibilities and
functionality.

Finally, this document names criteria which combined, evaluate the trustworthiness of digital
repositories and archives. While the correct phase to describe such entities is “trustworthy digital
repositories,” the community has long used “trusted digital repositories’ to convey that same
value assessment. While grammatically incorrect, it is never-the-less the phrase most familiar
and engaged within the community. Therefore, this document does refer to trustworthiness and
trusted digital repositories.

Draft for public comment

Thisisadraft for public comment. Comments and constructive criticism about the audit
instrument as well as the documentation are welcomed and encouraged. Since this work may
affect all digital repositories, comments from all stakeholderswill be critical to the final audit
instrument and certification process. All comments will be considered by the reconvened task
forcein early 2006.

Please send commentsto Robin Dale at RL G (Robin.Dale@rlg.org) by the close of business
15 January 2006.
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I. The Audit & Certification Process

Certification for digital repositories will involve far more than the documentation of criteria. To
be useful, afull certification process must provide tools to allow for planning and self-
examination, as well as an external, objective audit. It must recognize standards and best
practices relevant to the community of the repository, as well as those of the information
management industry as awhole. In other words, audit and certification of trusted digital
repositories cannot exist in avacuum. This effort was concelved because no single organization
or standards body had created the necessary tools and evaluative process. Organizations and
service providers have been claiming trustworthiness without a way to prove it. For institutions
seeking third-party archiving solutions, as well as government funding agencies providing mass
amounts of funding for digital content creation, thisis untenable. A standard, objective method
for audit and certification of digital repositoriesis a mandatory tool in the digital preservation
arsenal. Thiswork of the RLG-NARA Task Force on Digital Repository Certification isthe first
phase of fulfilling that requirement.

Relevant standards & best practices

Thiswork started with research for existing, relevant documentation and standards. The results,
aswell as ongoing initiative tracking, highlighted numerous documents and standards from
which pieces were applicable or related to thiswork. None, however, could be used in lieu of
developing this specialized audit and certification process. A few examples:

e ThelSO 9000 family of standards addresses components of organization and system
management that, while valuable, were not specifically developed to gauge the
trustworthiness of organizations operating digital repositories.

e Similarly, ISO 17799 was devel oped specifically to address data security and information
management systems. Like 1SO 9000, it has some very valuable componentsto it but it
was not designed to address the trustworthiness of digital repositories. Its requirements
for information security seek data security compliance to avery granular level, but do not
address organizational, procedural, and preservation planning components necessary for
the long-term management of digital resources.

It isimportant to acknowledge that while not completely duplicating the digital repository audit
requirements, there is real value in knowing whether an institution is certified to related
standards. Infact, it isall but ensured that if an organization is1SO 17799 certified, it will
completely meet all of the criteriafound in Section D of the Audit and Certification Criteria of
this digital repository audit instrument. Certainly, an institution that has undertaken any kind of
certification process—even if none of the evaluated components overlap with adigital repository
audit—will be better prepared for digital repository certification.

The audit instrument
This new audit tool is the work of many experts representing the widest international range of

communities in research, governments, and cultural heritage organizations. All were chosen
because of their experience building and managing digital repositories. To be of true value, the
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tools for auditing repositories needed to be developed by practitioners. The group gathered for
this task represents over 180 years of collective experience in information technology and
systems and more than 135 years of collective experience in the preservation of digital
information (data archives, electronic records, digital repositories, etc.).

The tool went through several different frameworks before taking its current form. It is divided
into four sections:

A. Organization

B. Repository functions, processes, and procedures

C. Designated community and intended uses of the information

D. Technology and technical infrastructure
These are explained in Section 11, Audit & Certification Criteria.

Section Il provides the textual documentation of the metrics/criteria, explanations where
necessary, and examples of how an institution may be able to prove it meets the metric/criteria.
For institutions using the audit instrument as a planning tool or for self-evaluation, the
documentation should provide sufficient examples though in almost al instances, the example
information isillustrative rather than prescriptive.

Section Il groups the metrics by the sections named above. Individual metrics are further
numbered within each section. This numbering sequence allows easy cross referencing across
and between metrics, as well aswith the actual audit instrument (Section I11).

Thetool is designed to allow an auditor to record the level of readiness or fulfillment of each
metric. For each metric, the auditor can rate an institution’ s progress toward satisfying the
criteria: planning, documentation, implementation, and evaluation. It is assumed that a repository
will go through each of these steps to achieve proficiency and meet the requirements of the
metric. In some cases, arepository may have plans and documentation that meet requirements,
but may not have implemented or evaluated—or verified—its plans. The audit tool allows for
complete eval uation and documentation of the cycle of development without imposing a pass/fail
rating.

It is hoped that as adraft for public comment this document will encourage institutions and
individuals to read, understand, and potentially use this draft to evaluate their local repositories.
Certainly any certification process will always begin with an institution performing a self-
assessment, so this documentation provides an early opportunity to begin the process. Comments
and constructive criticism are welcome to help the task force ensure that this document and audit
instrument play avaluable rolein the future certification of digital repositories.

The certification process

The effort to take this work from proposal to implementation is already underway. Under the
auspices of the Center for Research Libraries and through a grant from The Andrew W. Mellon
Foundation, this audit instrument and the work of the task force are being leveraged to develop the
final piece, the certification process. In tandem with the public comment phase, the CRL Audit and
Certification of Digital Archives Project (www.crl.edu/content.asp?1=13&12=58&13=142) will
use the audit instrument to test audit three archives. Test audit results will be private because the
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project is designed only to contribute to the further development of the audit and certification
process.

The mechanics of the certification process have yet to be determined though will also be
addressed as a part of the CRL project. The goal isto develop a single process that can apply to
all types and development levels of digital repositories. It is likely that the eventual certification
will involve levels of certification which signify an organization’s readiness and devel opment
level. Clearly the goal would be to have all repositories meet the highest level of standards and
be certified as fully trustworthy, but it is assumed that some organizations may step through the
levels as they advance in their devel opment phases. Levels of certification would alow for
objective, truthful assessments of organizational infrastructure, technical infrastructure, and
preservation readiness. It would allow repositories to participate in agrowing culture of
assessment rather than deter them for not having reached the highest level of trustworthiness. In
the end, objective audit and certification ratings are beneficial for repositories, producers of
information, funders, government agencies, and especialy the users of the material.
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[lI. Audit & Certification Criteria

A. Organization

Though adequate technical architecture, processes, and capabilities underpin atrusted digital
repository, the technical aspects are only one piece of the overarching infrastructure supporting
the digital repository functions. Organizational attributes of digital repositories are equally
critical.

Organizational attributes are characteristics of the repository organization that affect
performance, accountability, and sustainability. Trusted Digital Repositories: Attributes and
Responsibilities (2002) grouped these types of attributes into four of its “ Attributes of a Trusted
Digital Repository”: administrative responsibility, organizational viability, financial
sustainability, and procedural accountability. In their training workshop Digital Preservation
Management, Cornell University Library refers to these characteristics as * organi zational
infrastructure.” According to Cornell, “an organization’ s infrastructure is best embodied in its
policies and procedures’ and documentation of organizational infrastructure is embodied in three
distinct levels: policy framework, policies and procedures, and plans and strategies (Cornell,
2005). Organizational attributes are indicators of adigital repository’ s comprehensive planning,
readiness, ability to address its responsibilities, and trustworthiness.

Organizational infrastructure includes but is not restricted to these elements:

governance

organizational structure
mandate or purpose

scope

roles and responsibilities

policy framework

funding system

financia issues, including assets
contracts, licenses, and liabilities
transparency

Metricd/criteria addressing these elements are grouped in these five sections:

A1 Governance and organizational viability

A2 Organizational structure and staffing

A3 Procedural accountability and policy framework
A4 Financia sustainability

A5 Contracts, licenses, and liabilities
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Al. Governance & organizational viability

A repository must demonstrate an explicit, tangible, and long-term commitment to compliance
with prevailing standards, policies, and practices.

Al.1 Repository hasa mission statement that reflects a commitment to the long-term
retention of, management of, and access to digital information on behalf of depositors.

The mission statement of the repository must be accessible to depositors and other stakeholders
and contains an explicit long-term commitment.

A1.2 Repository hasa formal succession plan, contingency plans, and/or escrow
arrangementsin placein casetherepository ceasesto operate or substantially changesits
scope.

Part of the repository’ s perpetual-care promise is acommitment to identifying appropriate
successors or arrangements should the need arise. Consideration needs to be given to this
responsibility while the repository isviable, not when a crisis occurs, to avoid irreparable loss. A
formal succession plan should include the identification of trusted inheritors (if applicable),
return of digital objectsto depositors with adequate prior notification, etc.

A2. Organizational structure & staffing

A repository must have designated staff with requisite skills and training and must provide
ongoing development.

A2.1 Repository staff have skills and expertise appropriateto their duties.

The repository must demonstrate that the staff and consultants have the range of requisite
skills—e.g., archival training, technical skills, and legal expertise.

A2.2 Repository hasthe appropriate number of staff to support all functions and services
designated in agreements with depositors.

Staffing for the repository must be adequate for the scope and mission of the archiving program.
Understaffing indicates that the repository cannot fulfill its agreements.

A2.3 Repository commitsto professional development to keep staff expertise and skills
current.

Technology will continue to change, so the repository must have a lifelong learning approach to
developing and retaining staff. As the requirements and expectations pertaining to each
functional area evolve, the repository must demonstrate that staff are prepared to face new
challenges.
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A3. Procedural accountability & policy framework

A repository must provide clear and explicit documentation of its requirements, decisions,
development, and actions to ensure long-term access to digital content inits care. This
documentation assures Consumers, management, Producers, and certifiers that the repository is
meeting its requirements and fully performing itsrole as a trusted digital repository.
Certification, the clearest indicator of arepository’s sound and standards-based practice, is
facilitated by procedural accountability that results in comprehensive and current policies,
procedures, and practice.

A3.1 Repository has a mechanism in place for reviewing, updating, and developing
comprehensive policies and procedures as repositories grow and as the community practice
evolves.

The policies and procedures of the repository must remain current and must evolve to reflect
changes in requirements and practice. The repository must demonstrate that a policy and
procedure audit and maintenance isin place and regularly applied. Versions of these documents
must be well managed by the repository (e.g., outdated versions are clearly identified or
maintained offline) and qualified staff and peers must be involved in reviewing, updating, and
extending these documents.

A3.2 Repository has monitoring and feedback mechanismsin place to ensure continued
operation, resolve problems, and address evolving requirements of providersand
Consumers.

The repository must demonstrate reliability in all its operations and support to its range of users.
Reliability and sustainability are essential to establishing trust in the repository.

A3.3 Repository iscommitted to formal, periodic review and assessment to ensure
continued development.

Long-term preservation is a shared and complex responsibility. A trusted digital repository
contributes to and benefits from the breadth and depth of community-based standards and
practice. Regular review is arequisite for ongoing and healthy development of the repository.

A3.4 Repository has a documented history of the changesto its operations, procedur es,
softwar e, and hardwar e, traceable to its preservation strategies where appropriate.

The repository must demonstrate the full range of its activities and developments over time.
Documenting decisions about the organizational and technological infrastructure of the
repository isacore responsibility.

A3.5 Repository commitsto transparency and accountability in all actions supporting the
operation and management of therepository.
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Transparency is the best assurance that the repository operates in accordance with accepted
standards and practice. Accountability cannot be achieved without transparency. The two
together are the basis for trust in the repository. Both are achieved through active, ongoing
documentation.

A3.6 Repository commitsto define, collect, track, and provide, on demand, itsinfor mation
integrity measurements.

The repository must develop or adapt appropriate measures for ensuring the integrity of its
holdings. The chain of custody for all of itsdigital content from the point of deposit forward
must be explicit, complete, correct, and current. The repository must demonstrate that the content
it has matches the content it received. L osses associated with migration and other preservation
actions should also be documented. (SeeD1.5and D1.6.)

A3.7 Repository commitsto aregular schedule of certification and to notifying certifying
bodies of operational changesthat will change or nullify its certification status.

A repository cannot self-certify. Therefore, certification isthe best indicator that the repository
meets its requirements, fulfillsits role, and adheres to appropriate standards. The repository must
demonstrate that it integrates certification preparation and response into its operations and
planning.

A4. Financial sustainability

A trusted digital repository should be able to proveits financial sustainability over time. Overall,
trusted repositories will adhere to all good business practices and should have a sustainable
business plan in place. Normal business and financia fitness should be reviewed at least
annually. Standard accounting procedures should be used. Both short- and long-term financial
planning cycles should demonstrate an ongoing commitment to a balance of risk, benefit,
investment, and expenditure. Operating budgets and reserves should be adequate.

A4.1 Repository has short- and long-term business planning processesin place to support
sustainability.

The repository must demonstrate that it has formal, cyclical, proactive business planning
processes in place as enumerated in the following metrics. Similar to metric A1.2
(succession/contingency/escrow planning), the repository must establish these processes when it
isviable to avoid business crises.

A4.2 Repository hasin place at least annual processesto review and adjust business plans
as necessary.

The repository must demonstrate its commitment to proactive business planning by performing
cyclical planning processes at least yearly.
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A4.3 Repository business planning and practices ar e transpar ent, compliant with relevant
accounting standar ds and practices, and auditable.

The repository must demonstrate that it adjusts its business practices as necessary over time to
keep them transparent, compliant, and auditable.

A4.4 Repository has ongoing commitment to risk, benefit, investment, and expenditure
analysisand reporting (including assets, licenses, and liabilities).

The repository must commit to at |east these categories of analysis and reporting, and maintains
an appropriate balance between them.

A4.5 Repository recognizes the eventual strong possibility of a gap between repository-
generated funding and the funding necessary to meet the repository’s commitmentsto its
depositors. It commitsto bridging these gaps by securing funding and resour ce
commitments specifically for that purpose; these commitments can come either from the
repository itself or parent organizations, as applicable.

Even with effective business planning procedures in place, any repository with long-term
commitments will likely face some kind of resource gap in the future. The repository must
provide essentially an insurance buffer as a first—and hopefully effective—line of defense,
obviating the need to invoke a succession plan except in extreme situations (such as the
repository ceasing operations permanently).

Ab5. Contracts, licenses, & liabilities

A5.1If repository manages, preserves, and/or provides accessto digital materials on behalf
of another organization, it has and maintains appropriate contracts or deposit agreements.

Repositories, especially those with “third-party” deposit arrangements, should guarantee that
appropriate contracts, licenses, or deposit agreements express rights, responsibilities, and
expectations of each party. Contracts and formal deposit agreements should be countersigned
and current.

When the relationship between depositor and repository islessformal (i.e., afaculty member
depositing work in an academic institution’ s preservation repository), documentation articulating
the repository’ s capabilities and commitments should be provided to each depositor.

Ab5.2 Repository’s contracts or deposit agreements specify and/or transfer appropriate
preservation rights, as necessary.

Because the right to change or alter digital information is often restricted by law to the creator, it
isimportant that digital repositories address the anticipated need to be able to work with and
potentially modify digital objects to keep them accessible over time. Repositories should have
written policies and agreements with depositors that specify and/or transfer certain rights to the
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repository enabling appropriate and necessary preservation actions to take place to the digital
objects within the repository.

Because legal negotiations can take time, potentially preventing or slowing the ingest of digital
objects at risk, it is acceptable for adigital repository to take in or accept digital objects even
with only minimal preservation rights in an open-ended form and then deal with expanding to
detailed rights later.

A repository’ srights must at least limit the repository’ sliability or legal exposure that threatens
the repository itself. A repository cannot be said to have sufficient control of the information if
the repository itself islegally at risk.

Ab.3 Repository tracks and manages copyrightsand restrictionson use asrequired by
contract or license.

The repository should have a mechanism for tracking licenses and contractsto which it is
obliged. Whatever the format of the tracking system, it must be sufficient for the institution to
track, act on, and verify rights and restrictions related to the use of the digital objects within the
repository.

A5.41f repository ingests digital content with unclear owner ship/rights, it has policies
addressing liability and challengesto those rights.

The repository’ s policies and mechanisms must be vetted by appropriate institutional authorities

and/or legal expertsto ensure that responses to challenges adhere to relevant laws and
requirements, and that the potential liability for the repository is minimized.
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B. Repository Functions, Processes, & Procedures

This section addresses the repository functions, processes, and procedures needed to ingest,
manage, and provide access to digital objects for the long term. It specifically does not cover the
technical or system infrastructure requirements. (See Section D for those criteria.) Requirements
for these functions are categorized into five sections based on archive functionality, allowing
grouping under the well-known OAI S functional entities.

Section B1 articulates the requirements associated with the ingest or acquisition of digital
content. Ingest is the crucial interaction between repository and depositor. Successful ingest also
marks the ability of the repository to gain sufficient control over the content. It involves
procedural and system-related tasks for the repository.

Section B2 establishes aminimal set of conditions for long-term preservation of AIPs. The
system infrastructure (discussed in D1) must provide suitable servicesto allow higher-level
repository functions operating on AlPs to perform their tasksin areliable manner. But if the
higher-level functions do not use these services, or do not use them properly, then preservation is
not assured.

Section B3 addresses the current, sound, and documented preservation strategies a repository
must have in place and demonstrably implemented to assure that the digital content will remain
accessible over the long-term.

Section B4 addresses the requirements for minimal level metadata that allow digital objectsto be
located, as well as managed within the system.

Section B5 establishes requirements for arepository’s access functionality. It addresses the
ability to produce and disseminate accurate and authentic versions of the digital objects within
the repository.

B1. Ingest/acquisition of content

“Ingest” is a generic term to describe the processes that take place before the final, preserved
form of an object is present in the repository. Repositories are likely to differ the most in this
area, depending on the type of material they collect and their relationships with its Producers.

For any repository, it can be stated with some confidence that ingest finishes when an AIP and its
associated metadata are secure in the repository, including the creation of any security copies. It
ismore difficult to make a general statement about when ingest begins. Some repositories will
have content submitted to them by Producers, perhaps unexpectedly. Others will actively go out
and seek content and request it from Producers. Some Producer-repository relationships will be
more collaborative, making it less clear-cut who initiates a particular transaction.

Relationships between Producers and repositories that affect ingest can differ greatly in their
formality and the extent to which obligations are placed on different parties. National archives
and copyright libraries may be able to compel their Producers (government agencies and
publishers) to provide content, but may have little or no control over its form. Other repositories
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may not be able to compel Producers to offer content, but might be able to select the form of
acceptable content, whether that applies to file formats or minimal metadata standards, for
instance. Some repositories (Web archives, for example) may have little or no relationship with
the Producers of the content they preserve.

Given these differences, some of the requirements here are very general, and require judgments
about what is appropriate for arepository given its stated mission and the needs of its Designated
Community. But the result that all repositories are trying to achieve is the same: to preserve
content that is understandable and usable in the long term.

The digital objects arepository accepts for preservation should reflect both its mission statement
and its Designated Communities spheres of interests. Users should clearly understand the
relationship between arepository, its mission statement, and its collections. Likewise, the
documentation associated with the primary digital objects of a collection should be just as
logical. The information to be transferred with specific digital objects (primary and others) will
be enunciated in the specific transfer agreement for those objects and should be the information
and items necessary for Consumers to use the objects without resort to the Producers, to other
experts, and hopefully to subject matter expertsin the repository itself.

In ageneral, generic statement it isimpossible to specifically enumerate the documentation
required for each digital object being preserved by a certified repository. Complete
documentation may include metadata, codes, sample forms, record layouts, explanations of the
universe, minimum and maximum values, and related studies and results. The documentation is
collected both to ensure completeness of the collection and to help the Consumer determine the
accuracy or correctness of the data itself. That determination is normally made by the Producer
and the Consumer, rather than the repository.

Fundamentally, the repository is tasked to preserve information, which means digital objects
together with their Representation Information. This is the primary information to be preserved
and is called the Content Information in OAIS terminology. (Thisis also applicable to the
Preservation Description Information—Provenance, Context, Fixity, and Reference.) A
fundamental decision, to be taken by the repository together with the Producer, is the definition
of what constitutes the information to be preserved, or Content Information. The OAIS
recommendation isto start by deciding what is the Primary Digital Object and then to address the
extent of the Representation Information that needs to accompany this digital object. The extent
of this Representation Information is not predefined and may vary widely from one submission
to another even within a given repository.

Useful examples that demonstrate the types and extent of documentation that should be collected
for various types of data objects and archival information collections can be seen in Annex A of
Consultative Committee for Space Data Systems, Reference Model for an Open Archival
Information System (OAIS) (1SO 14721); and in the U.S. National Archives and Records
Administration Electronic and Special Media Records Services Division, Accessioning
Procedures Handbook (College Park, MD, loose leaf June 2000). Cooperative efforts include the
Data Documentation Initiative (www.icpsr.umich.edu/DDI/org/index.html), formally established
in 2003, which is promoting an XML Document Type Definition that has been widely adopted in
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some disciplines, and the Council of European Social Science Data Archives
(www.nsd.uib.no/cessdal), which promotes the preservation and exchange of data and
technology and the establishment of new organizations to do the same through the use of
metadata standards, common thesauri and standardized rights management, as well as
standardized catal oguing of data object entries.

B1.1 Repository identifies propertiesit will preservefor each class of digital object.

This process begins in general with the repository’ s mission statement and is further specified in
pre-accessioning agreements with Producers or depositors (e.g., Producer-archive agreements)
and made very specific in deposit or transfer agreements for specific digital objects and their
related documentation. For example, one repository may only commit to preserving the textual
content of a document and not its exact appearance on a screen; another may wish to preserve the
exact appearance and layout of textual documents.

B1.2 Repository has specified all appropriate aspects of acquisition, maintenance, access,
and withdrawal issuesin written agreementswith depositors.

The deposit agreement specifies all aspects of these issues that are necessary for the repository to
carry out its function. There may be a single agreement covering all deposits, or specific
agreements for each deposit, or a standard agreement supplemented by special conditions for
some deposits. These special conditions may add to the standard agreement or override some
aspects of the standard agreement. Agreements may need to cover restrictions on access and will
need to cover all property rightsin the digital objects. Agreements may place responsibilities on
depositors, such as ensuring that SIPs conform to some pre-agreed standards, and may allow
repositories to refuse SIPs that do not meet these standards. Other repositories may take
responsibility for fixing errorsin SIPs. The division of responsibilities must always be clear.

B1.3 Repository has an identifiable, written definition for each SIP or class of infor mation
ingested by therepository.

The written inventory portion of a deposit agreement or transfer agreement should specify
exactly what digital object(s) are transferred, what documentation is associated with the
object(s), and any restrictions on access.

B1.4 Repository has a processto ensure that the information isacquired from the expected
sour ce.

The repository’ s written standard operating procedures (SOP) and the actual practices followed
must ensure the digital object(s) are obtained from the expected source and are the expected
object(s). Confirmation occurs through digital processing and data verification and validation
and through exchange of appropriate instrument of ownership (deed of gift).
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B1.5 Repository obtains sufficient physical control over the digital objectsto preserve
them.

The repository can obtain physical control of the digital objects through several of these
activities:

e Analysisof thedigital content: Depending upon arepository’s mission and goals, this
may involve the repository, in consultation with the depositor/rights owner and systems
managers, assessing the digital object and determining which of its properties are
significant for preservation. For other repositories and digital archives, analysis of digital
content may be accomplished through automated tools that compare the digital objects
against expected and/or acceptable formats or other mechanisms that analyze the content
systematically as material is deposited into the repository. To ensure long-term
preservation, digital repositories need to decide what level of preservation is appropriate
for each digital object or class of objects. The significant properties of adigital object
(i.e., the acceptable level of functionality) dictate the underlying technical form that
needs to be documented and supported to ensure preservation of those properties and the
amount of metadata, including detailed technical metadata, that must be stored alongside
the bitstream to ensure the object is accessible to the agreed-on level.

e Verification, analysis, and creation of metadata: Any metadata that accompanies the
object when it is submitted to the repository must be verified and, as necessary, enhanced
to support the object’ s long-term maintenance as well as continuing access. The creation
and maintenance of the detailed metadata associated with the object’ s significant
properties are critical to the repository’ s preservation function—the detailed descriptions
and the technical information necessary for interpreting the bitstream as a meaningful
digital object ensure current usability by the contemporaneous Designated Community
and form the basis of long-term preservation. How continuing access is provided over
time can and should be kept separate, conceptually, from this basic preservation function.

e Authentication and integrity checking: The repository needs to ensure that mechanisms
arein place for verifying the digital object, including all associated metadata. This should
include verifying not only the integrity of the bitstream but also confirming the object’s
usability and functionality. Integrity of bitstreams should be verified as well as usability
for whole classes of digital objects, for example, the preservability of the format should
be examined.

e Creation of the Archival Information Package: Digital repositories can store adigital
object and its associated metadata in two ways: as a single bitstream or separately. For
practical reasons, repositories may prefer to store the digital object within the repository
and provide only pointers or references to the associated metadata in other systems, such
as bibliographic data stored in the library management system. Such “virtual
encapsulation” avoids duplicating metadata, but separating a digital object and its
metadata may present problems in the future. Some experts feel that long-term
preservation may be best served by storing the digital content and as much as possible of
itsrelevant metadata as asinglefile.

An Audit Checklist for the Certification of Trusted Digital Repositories: Draft for Public Comment 17



The Metadata Encoding and Transmission Standard (METS) and the emerging XFDU
standard (the extensible data packaging format) are exemplars of potential AIP
encapsulation structures. The METS standard (2005) was created by the cultural heritage
community for encoding descriptive, administrative, and structural metadata. Depending
onitsuse, aMETS document could take the role of Submission Information Package
(SIP), Archival Information Package (AIP), or Dissemination Information Package (DIP).
The XFDU standard (2005), currently under construction within the Consultative
Committee on Space Data Systems (CCSDYS), issimilar to METS and can serve the same
“packaging” functions as METS. Other communities may use different, community-
generated packaging or encapsulation structures. The only requirement for packaging
structures is that they are well documented and, if not openly accessible, the
documentation can be produced on demand for auditors.

B1.6 Repository’singest process verifies each SIP for completeness and correctness.

Information collected during the ingest process must be compared with information provided by
the Producer to verify the completeness of the data transfer and ingest process. Checking for
completeness can mean simply checking that afile has not been truncated during transfer. It can
also mean checking that a group of files contains all the expected members—all of the images
from a satellite on a particular day, or al the documents pertaining to a meeting, to give two
examples.

Information collected during the ingest process must be compared with information provided by
the Producer to verify the correctness of the datatransfer and ingest process. The extent to which
arepository can determine correctness will depend on what it knows about the SIP and what
tools are available for verifying correctness. It can mean simply checking that file formats are
what they claim to be (TIFF files are valid TIFF format, for instance), or can imply checking the
content. This might involve human checking in some cases, such as confirming that the
description of a picture matches the image.

B1.7 Repository provides Producer/depositor with appropriate responses at predefined
pointsduring theingest processes.

Based on theinitial processing plan and agreement between the repository and the
Producer/depositor, the repository must provide the Producer/depositor with progress reports at
specific, predetermined points throughout the ingest process. Responses can include initial ingest
receipts, or receipts that confirm that archiving is complete. Sample reports could include copies
of the ingest completeness and correctness reports and error reports and any final transfer of
custody document.

B1.8 Repository can demonstratethat all SIPs are either accepted aswhole or part of an
eventual AlP, or otherwise disposed of in arecorded fashion.

The timescale of this process will vary between repositories from seconds to many months, but
SIPs must not remain in alimbo-like state forever. The accessioning procedures and the interna
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processing and audit logs should maintain records of all internal transformations of SIPs and thus
demonstrate that they either become AlPs (or part of AlPs) or are disposed of. Appropriate
descriptive information should also document the provenance of al digital objects.

B1.9 Repository can demonstrate when preservation responsibility isformally accepted for
the contents of the SIP.

A key component of arepository's responsibility to “gain sufficient control” of digital objectsis
the point when the transformation is made from ingested SIP to AIP. At this point, the repository
formally accepts preservation responsibility of digital objects from the depositor. Repositories
generally will mark this acceptance with some form of notification to the depositor. (This may
depend on repository responsibilities as designated in the depositor agreement.) A repository
may mark the transfer by sending aformal document, often afinal signed copy of the transfer
agreement, back to the depositor signifying the completion of the SIP-AIP ingest transformation
process. Other approaches are equally acceptable. Brief daily updates may be generated by a
repository that only provides annual formal transfer reports.

B2. Archival storage: management of archived infor mation

Digital repositories must take actions to preserve the ingested information and the things they
disseminate to end users must be strongly linked to the original objects that were deposited.

To paraphrase the OAIS, the requirements of this section are meant to ensure information (digital
objects and all appropriate metadata) received and verified from each Producer, is put into the
archival form (AIP) and is stored in Archival Storage for long-term preservation. More
specifically, the repository must actually complete the ingest process, creating some appropriate
form—identifiable as archival storage—in which to store the information.

B2.1 Repository has an identifiable, written definition for each AIP or class of information
preserved by therepository.

It is merely necessary that definitions exist for each AIP, or class of AIP if there are many
instances of the same type. Repositories that store a wide variety of object types may need a
specific definition for each AIP they hold, but it is expected that most repositories will establish
class descriptions that apply to many AlPs. It must be possible to determine which definition
appliesto which AIP.

Thismetric is primarily concerned with issues of format and representation. Note that the next
metric places more stringent conditions on the content of the definitions to ensure that they are fit
for the intended purpose. Separating the two metrics is important, particularly if arepository
does not satisfy one of them. It isimportant to know whether the problem is that some or all
AlPs are not defined, or that the definitions exist but are not adequate.
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B2.2 Repository has a definition of each AIP (or class) that isadequateto fit long-term
preservation needs.

In many cases the mere existence of the definitions required by the previous metric will mean
that thismetric is also satisfied, but it may also be necessary for the definitions to say something
about the semantics or intended use of the AIPsiif this could affect long-term preservation
decisions. To take a simple example, two repositories may both only preserve digital still images,
and each uses multi-image TIFF files as their preservation format. Repository 1 consists entirely
of real-world photographic images intended for viewing by people, and it has a single definition
covering all of its AlPs. (The definition may refer to alocal or external definition of the TIFF
format.) Repository 2 contains some images, such as medical x-rays, that are intended for
computer analysis rather than viewing by the human eye, and other images that are like
Repository 1. Repository 2 should perhaps define two classes of AlPs, even though it only uses
one storage format for both. A future preservation action may depend on what the intended use
of the image is—an action that changes the bit-depth of the image in away that is not
perceivable to the human eye may be satisfactory for real-world photographs but not for medical
images, for example.

B2.3 Repository has a definition of how AlPsare derived from SIPs.

The repository must be able to show how the preserved object is derived from the object initially
submitted for preservation. In some cases the AIP and SIP will be identical apart from packaging
and location, and the repository need only state this to meet the metric. More commonly,
complex transformations may be applied to objects during the ingest process and a precise
description of these actions may be necessary to ensure that the preserved object represents the
information in the submitted object. Some repositories may need to produce these on a case-by-
case basis, in which case diaries or logs of actions taken to produce each AIP will be needed.
Other repositories that can run a more production-line approach may have a description for how
each class of incoming object is transformed to produce the AlIP. It must be clear which
definition appliesto which AIP. If, to take a simple example, two separate processes each
produce a TIFF file, it must be clear which process was applied to produce a particular TIFF file.

B2.4. Repository has and uses a naming convention that can be shown to generate visible,
uniqueidentifiersfor all AlPs.

A repository needs to ensure that an accepted, standard naming convention isin place that
identifiesits materials uniquely and persistently for use both in and outside the repository.
Equally important is a system of reliable linking/resolution servicesin order to find the uniquely
named object, no matter its physical location. Thisis so that actions relating to AlPs can be
traced over time, over system changes, and over storage changes. Ideally the unique ID lives as
long asthe AIP; if it does not, there must be traceability. The ID system must be seen to fit the
repository’s current and foreseeabl e future requirements for things like numbers of objects. It
must be possible to demonstrate that the identifiers are unique.
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B2.5 If uniqueidentifiers are associated with SIPS beforeingest, they arepreserved in a
way that maintains a persistent association with theresultant AlP.

SIPswill not always contain unique identifiers when they are received by the repository. But
where they do, and particularly where those identifiers were widely known before the objects
were ingested, it isimportant that they are either retained as s, or that some mechanism allows
the original identifier to be transformed into one used by the repository.

For example, consider an archival repository whose SIPs consist of file collections from

el ectronic document management systems (EDMS). Each incoming SIP will contain a unique
identifier for each file within the EDM S, which may just be the pathname to the file. The
repository cannot use these as they stand, since two different collections may contain files with
the same pathname. It may generate unique identifiers by qualifying the original identifier in
some way (e.g., prefixing the pathname with aunique 1D assigned to the SIP of which it wasa
part.) Or it may simply generate new unique numeric identifiers for every filein each SIP. If it
qualifiesthe original identifier, it must explain the scheme it uses. If generates entirely new
identifiers, it will probably need to maintain a mapping between origina 1Ds and generated IDs,
perhaps using object-level metadata.

B2.6. Repository verifieseach AIP for completeness and correctness when gener ated.

If the repository has a standard process to verify SIPsfor either or both compl eteness and
correctness and a demonstrably correct process for transforming SIPs into AIPs, then it simply
needs to demonstrate that the initial checks were carried out successfully and that the
transformation process was carried out without indicating errors.

Repositories that must create unique processes for many of their AIPswill aso need to generate
unique methods for validating the completeness and correctness of AlPs. This may include
performing tests of some sort on the content of the AP that can be compared with tests on the
SIP. Such tests might be simple (counting the number of recordsin afile, or performing some
simple statistical measure such as cal culating the brightness histogram of an original and
preserved image), but they might be complex or contain some subjective elements.

B2.7. Repository provides an independent mechanism for audit of the integrity of the
repository collection/content.

In general it islikely that arepository that meets all the previous metrics will satisfy this one
without needing to demonstrate anything more. As a separate metric it demonstrates the
importance of being able to audit the integrity of the collection as awhole.

For example, if arepository claimsto have all e-mail sent or received by The Y oyodyne
Corporation between 1985 and 2005, it has been required to show that:

e Thecontent it holds came from Y oyodyne' s e-mail servers.
o Itisall correctly transformed into a preservation format.
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o Each monthly (say) SIP of e-mail has been correctly preserved, including original unique
identifiers such as Message-IDs.

However it may still have no way of showing whether thisreally represents all of Y oyodyne'se-
mail: if there is athree-day period with no messages in the repository, is this because Y oyodyne
was shut down for those three days, or was the e-mail lost before the SIP was constructed ? This
case could be resolved by the repository amending its description of the collection, but others
may not be so straightforward.

A familiar mechanism from the world of traditional materialsin libraries and archivesis an
accessions or acquisitions register that isindependent of other catalog metadata. A repository
should be able to show, for each item in its accessions register, which AlP(s) contain content
from that item. Alternatively it may need to show that thereisno AIP for an item, either because
ingest is still in progress, or because the item was rejected for some reason. Conversely, an
arbitrary AlP should be able to be related to an entry in the acquisitions register.

B3. Preservation planning, migration, & other strategies

A repository must have current, sound, and documented preservation strategies in place and
demonstrably implemented. It is not enough simply to preserve information. A repository must
do so in accordance with predefined, documented policies and procedures. Without documents a
repository cannot pass an audit, even if itswork is otherwise exemplary.

Documents need not be particularly complex. They aso do not need to prescribe in detail how a
repository will deal with the unknown. For instance, arepository cannot be required to document
how it will preserve afile format that has not yet been invented. But it may be expected to
describe what it will do when first presented with an object in aformat that it has not
encountered before. Organizational policy may beto regject it or to investigate the feasibility of
dealing with it, or the decision may depend on other factors, such as who the object isfrom or
what information it contains.

A trusted digital repository cannot simply say what it will do; it must demonstrate—be
transparent about—its policies, practices, and procedures. This documentation should be explicit,
comprehensive, current, complete, and available.

The repository must be able to demonstrate:

e Relevant decisions about acceptable formats.
Examples: standalone or portions of policies that restrict, define, or stipulate formats that
may be accepted by the repository.

o Comprehensive automated and/or manua workflow for bringing in appropriate digital
objects.
Examples: protocols for transfer, including roles and responsibilities of the Producer and
the repository; explicit evidence of conversions that occur in AlPs that are generated
from SIPs; quality assurance mechanisms and measures for assuring the compl eteness
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and correctness of resulting AlPs.

Anticipated and/or applied preservation actions pertaining to individual and classes of
AlPs.

Examples: preservation plans—planned, tested, and/or applied; preservation action logs;
policies that address preservation strategies.

Archival storage policies, procedures, and practices that ensure effective capture, ongoing
and reliable archival storage, and responsiveness to inevitable technological change.
Examples: storage management investment and planning documents, comprehensive
security plans to enable the workflow, measures and monitoring protocols for stored
AlPs.

Independent means to verify expected repository content based on a secure trace of
digital objects received.
Examples: an auditable acquisitions register, an inventory that cannot be altered.

Thisisakey set of activities for collecting those things that make the information available and
usable for future generations. The preservation strategy lays out a plan for carrying this out
within an evolving environment (social/technological, etc). The strategy must provide for:

A process for monitoring change that might affect preservation.

An understanding/expertise for interpreting the impact/implications of these changes.
A planned response to these changes.

An implementation of this response.

A strategy must also state the conditions under which the deletion of AlPsis allowed. For
example, arepository holds a proprietary format, the software for which is expected to become
unsupportable and eventually unusable. Potential strategies are:

Transform data upon ingest of the format.

Keep original format and wait for others to produce a solution to the support of the
software.

Produce a supportable emulation environment to enable the proprietary software to
continue to run.

Strategies may be needed for each class (e.g., format) of digital data held by the repository.

A strategy would also be expected to have special checks on AlPs over and above those
performed as part of the normal robust infrastructure. These would include packaging the various
components of the AIP—Content Information, Representation Information, Preservation
Description Information (PDI), Packaging Information, and Package Description—and fixity
checks on access to or movement of data, e.g., checksums, digests, error correction encodings,
etc., including random sampling of holdings to monitor possible degradation of media. Updates
are allowed to AlPs, e.g., to incorporate additional PDI. This must produce a new edition/version
of an AIP.
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Other transformations may be applied to SIPs and AlPs to generate further AIP versions. For
example the repository may wish to keep a more easily preservable format for a particular type
of data—making life easier for the repository and more suitable for the Community. Itis
important that contemporaneous records (e.g., logs of processes, history, etc.) be kept of these
transformations as well as at least the receipt of SIPs and creation of AIPs. It isdifficult to
specify the level of detail of this recording. Thislogging may be of sufficient detail to allow one
to regenerate one version from the next or vice versain areversible way. In this case the
repository would be able to generate versions of AlPs as required.

Alternatively, if the logging is not sufficiently detailed for this then each AIP version would have
to be kept or the deletion of intermediate versions recorded. The original AP should never be
deleted unless allowed as part of an approved strategy.

B3.1 Repository has documented preservation strategies.
The repository must show these are indeed preservation strategies.
B3.2 Repository implements/responds to strategiesfor AlP storage and migration.

At least two aspects of the strategy must be acted upon: that which pertains to how AlPs are
currently stored (including physical requirements, media requirements, location of copies,
formats and metadata) and that which may require AIP migration of any form.

If arepository has not existed long enough to have needed to carry out any sort of AIP migration,
it must demonstrate that its policy has not required migration yet.

B3.3 Repository uses appropriate international Representation Information (including
format) registries.

The Global Digital Format Registry (GDFR), the UK National Archives file format registry
PRONOM, and the UK Digital Curation Centre’ s Representation Information Registry are three
emerging examples of potential international standards arepository might adopt. Whenever
possible, the repository should use these types of standards to identify the Representation
Information components of Content Information and PDI. Thiswill reduce the long-term

mai ntenance costs to the repository and improve quality control.

B3.4 Repository records/registers Representation I nformation (including for mats) ingested.

When international standards for the associated Representation Information are not available, the
repository needs to capture such information and register it so that it is readily findable and
reusable. Some of it may be incorporated into software. It is critical to the ability to turn bits into
useable information. The Representation Information must be permanently associated with the
Content Information.
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B3.5 Repository preservesthe Content I nformation of AlPs.

The repository must be able to demonstrate that the AlPs faithfully reflect what was captured
during ingest and that any subsequent or future planned transformations will continue to preserve
that aspect of the repository’ s holdings.

B3.6 Repository acquires Preservation Description Information for itsassociated Content
I nfor mation.

Preservation Description Information (PDI) is needed not only by the repository to help ensure
the Content Information is not corrupted (Fixity) and is findable (Reference Information), but to
help ensure the Content Information is adequately understandable by providing a historical
perspective (Provenance Information) and by providing relationships to other information
(Context Information). The extent of such information needs is best addressed by members of the
Designated Community. The PDI must be permanently associated with Content Information.

B3.7 Repository actively monitors Al P integrity.

In OAIS terminology this means that the repository must have Fixity Information for AlPs and
must make some use of it. At present, most repositories deal with this at the level of individual
information objects by using a checksum of some form, such as MD5. In this case the repository
must be able to demonstrate that the Fixity Information (checksums, and the information that ties
them to AIPs) are stored separately or protected separately from the AlPs themselves, so that
someone who manages to maliciously ater an AIP would be unlikely to be able to alter the
Fixity Information aswell. A combination of logs that show this check being applied and an
explanation of the system security that keeps the two classes of information separate will meet
this requirement.

AlP integrity also needs to be monitored at a higher level, ensuring that all AIPsthat should exist
actually do exist, and that the repository does not possess AlPsiit is not meant to. Checksum
information alone will not be able to demonstrate this.

B3.8 Repository has contempor aneous r ecor ds of actions taken associated with ingest and
ar chival storage processes and those administration processesthat arerelevant tothe
preservation.

These records must be created on or about the time of the actions they refer to. The records may
be automated or may be written by individuals, depending on the nature of the actions described.
Where community or international standards are used, such as PREMIS (2005), the repository
must demonstrate that all relevant actions are carried through.
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B3.9 Repository has mechanismsin place for monitoring and notification when
Representation Information (including for mats) appr oaches obsolescence or isno longer
viable.

For most repositories the concern will be with the Representation Information (including
formats) used to preserve information, which may include information on how to deal with afile
format or software that can be used to render or process it. Sometimes the format needs to
change because the repository can no longer deal with it. Sometimes the format is retained and
the information about what software is needed to process it needs to change.

In all cases the repository must show that it has some active mechanism to warn it of impending
obsolescence. The obsolescence is determined largely in terms of the knowledge base of the
Designated Community. This metric ensures that the preserved information remains
understandable and usable by the Designated Community. This may be dependent on an external
registry, in which case the repository must demonstrate how it uses the information from that

registry.

B3.10 Repository has mechanismsto change its preservation plansasa result of its
monitoring activities.

Information from monitoring sometimes requires a repository to change how it deals with the
material it holds in unexpected ways. The repository must demonstrate that it understands this,
for example, by providing a description of how it reacts to the results of monitoring. Plans as
simple as migrating from format X to format Y when the registries show that format X isno
longer supported are not sufficiently flexible: other events may have made format Y a bad
choice. The repository must be prepared for that eventuality. Another possible responseisfor the
repository to create additional Representation Information and/or PDI.

B3.11 Repository can provide evidence of the success of its preservation planning.

The repository should be able to demonstrate the continued preservation, including
understandability to the appropriate Designated Community, of its holdings over a number of
years, given the age of the repository and its holdings.

This could be evaluated at a number of degrees of severity and depends on the specificity of the
Designated Community. If the Designated Community isfairly broad then an auditor could
represent the test subject in the evaluation. More specific Designated Communities could require
significant efforts to verify if the auditor is not representative of the Designated Community or
its knowledge base. It may be that, at an assessment, judgment must be exercised as to whether
adequate efforts have been made, but such a course must be justified in detail. The same tests
should apply as for C4.2, which requires that the information is understandabl e to the Designated
Community. (See Section C, Designated Community and the Usability of Information and
Appendix 1 for more about preservation and understandability.)
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B4. Data management

A critical component of any repository isits data management functionality. Regardless of
technical composition and regardless of whether it is considered a*“light” or “dark” repository,
the system still needs to be able to store and use descriptive information (metadata) for access
and retrieval. Descriptive information in this sense includes many more things than the narrative
description that might be familiar to the user of atraditional library or archive catalog. It aso
includes technical information necessary to preserve and manage the object.

In simple terms, this means that people have to be able to find what they are interested in the
repository. Having found it, they need to know enough about it to be able to get a useable copy
of it. That may mean they need to know how big it is, or what software they will need to interpret
it. At minimum it means that a search needs to return enough information to alow them to order
copies of the things that the search has found—usually some unique identifier for each object of
interest, such as a catalog number or an archival reference, for instance. This requirement
establishes the principle that it is not enough simply to preserve. If people cannot find what they
want then the repository is not serving the needs of its users.

It isthe repository’sjob to ensure that each and every stored object has descriptive information
associated with it. How the repository does thisis not specified by this document, but the
repository itself must be able to make clear how this happens. It may place the requirement
entirely on the Producers of information, by having agreements with them that say that material
offered to the repository must contain a minimum amount of metadata that enables the
descriptive information to be stored. The repository may take on the task of producing the
information itself. Or it may have a hybrid scheme that involves the repository filling in the gaps
in what Producers provide—using their metadata when it is sufficient, and adding metadata when
it isnot. Whichever it does, it must set out in advance what the minimum metadata requirements
are to enable material to be discovered and identified again.

The minimum metadata requirements for data management purposes may be very basic. In most
cases the minimum requirement for discovery may be nothing more than an identifier by which
the Designated Community would know and request a deposited object. For most repositories,
the focus of this section is on creating and maintaining metadata that enables material to be
located. (Defining “ minimum metadata” that is relevant and understandable by the Designated
Community is addressed in Section C2.)

In some cases the metadata that enables the material to be retrieved may warrant closer
inspection. This can be important if the repository’ s holdings vary greatly in size and the larger
objects are not suitable for downloading over a network connection, for instance. Information
about size would enable a user to choose a more optimum delivery method, such as atape to be
delivered by mail. In other cases arepository’ s holdings may require special software to be
available to the user to alow an object to be interpreted. Users must be able to determine thisin
advance, rather than possibly paying to acquire material only to discover that they do not have
thetoolsto useit. (See section C3, Use and Usability for related use requirements.) A repository
may choose to meet this requirement in more general information it makes available to its users,
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rather than placing specific information in the descriptive information for each AlP. For instance,
arepository al of whose holdings consist of PDF files can:

e Statein the information for each AlP that it isa PDF file.

e Have general information on how to use the repository that states that you will need a
PDF reader to use its holdings.

e Say that its Designated Community is people with access to a PDF reader.

B4.1 Repository capturesor creates minimum descriptive metadata and ensuresthat it is
associated with the AIP.

The repository has said what metadata is needed; now it needs to say how it getsit. Does it
require the Producersto do it (and so, for instance, refuse a deposit that doe not contain it) or
does it know or agree that it must supply some metadata itself during the ingest process? Either
is acceptable, but the responsibility must clearly fall somewhere.

Association isimportant. Thisis not a one-to-one correspondence, and is not necessarily stored
with the AIP. Hierarchical schemes of description allow some descriptive elementsto be
associated with many items. The association should be unbreakable in the sense that it must
never be lost sight of even if other associations are created.

B4.2 Repository can demonstratethat referential integrity is created between all AlPsand
associated descriptive information.

Every AIP must have some descriptive information and all descriptive information must point to
at least one AIP, such that the integrity can be validated. This should be an easy requirement to
satisfy and is a prerequisite for the next one.

B4.3 Repository can demonstrate that referential integrity ismaintained between all AlPs
and associated descriptive information.

Particular attention must be paid to operations that affect Al1Ps and their identifiers over time and
how integrity is maintained during these operations. There may be times, depending on system
design, where this cannot be demonstrated because some system component is out of action, but
it must be possible to know when this occurs and the demonstration must happen.

B5. Access management

These requirements establish that access is implemented according to the repository’ s stated
policies. They fall into three groups. B5.1 and B5.2 are primarily concerned with security of
access—who can access what. B5.3 to B5.5, taken together, ensure that the access function is
implemented correctly. Access should always deliver what is required, or else make clear that it
isnot possible for whatever reason, and it should do so in atimely fashion. Timeliness may be
measured in seconds or weeks, since access may be an online function or a postal function or
may be mediated through some other mechanism or a combination of them.
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The final requirement, B5.6, stands alone. It makes a specific, additional requirement over and
above the need to simply provide access to arepository’ s holdings. For the repository to be
trusted, it must be able to provide a copy of material that can be traced back to originals.

B5.1 Repository access management system fully implements access policy.

All the policies should be seen to be implemented. This may be partly by computers and partly
by humans, as will be the case with some forms of access validation—checking passports, for
instance, before issuing a userid and password may be an appropriate part of access management
for some institutions.

B5.2 Repository logs all access management failures, and staff review inappropriate
“accessdenial” incidents.

A repository should have some mechanism to filter out anomalous or unusual denials and use
them to either identify security threats or failuresin the access management system (such as
valid users being denied access). This does not mean looking at every denied access.

B5.3 Repository can demonstrate that the processthat generatesthe DIP iscompleted in
relation to therequest.

If auser expects a set, the user should get the whole set. If the user expects afile, the user should
get the wholefile. If the user’ s request cannot be satisfied, the user should get told this. (For
instance, resource shortages may mean avalid request cannot be satisfied.)

Acceptable scenarios include:

e Theuser receives the complete DIP asked for and it is clear to the user that this has
happened.

e Theuser istold that the request cannot be satisfied.

o Part of the request cannot be satisfied, the user receives a DIP containing the elements
that can be provided, and the system makes clear that the request is only partially
satisfied.

Unacceptable scenarios include:

e Therequest can only be partially satisfied and a partial DIP is generated, but the response
delivered to the user does not indicate that it is partial.

e Therequest isdelayed indefinitely because something it requires. such as accessto a
particular AIP, is not available, but no notification is given to the user nor isthere any
indication as to when the conflict will be resolved, if ever.

e Theuser istold the request cannot be satisfied, implying nothing can be delivered, but
actually receives aDIP, and is now unsure of its validity or completeness.

An Audit Checklist for the Certification of Trusted Digital Repositories: Draft for Public Comment 29



B5.4 Repository can demonstrate that the processthat generatesthe DIP iscorrect in
relation to therequest.

The right material should be delivered and appropriate transformations should be applied (if
necessary) to generate the DIP. A simple exampleisthat if the repository stores TIFF images but
delivers JPEGS, the conversion should be shown to be correct to whatever standards seem
appropriate. If the repository offers delivery as JPEG or PNG, then the user should receive the
format requested. Many repositories may apply more complex transformations to generate DIPs
from AlPs.

B5.5 Repository demonstratesthat all accessrequestsresult in aresponse of acceptance or
reection.

Eventually arequest must succeed or fail, and there must be boundaries on how long it takes for
the user to know this. The repository must record some information about access requests, even
if it does not retain the information for long.

B5.6 Repository enables the dissemination of authentic copiesof the original or objects
traceableto originals.

Part of trusted archival management deals with the authenticity of the objects that are
disseminated. A repository must enable end users either to be confident that what they haveis an
authentic copy of the original object, or is traceable in some auditable way to the original object.
This distinction is made because objects are not always disseminated in the same way, or in the
same groupings, as they are deposited. A database may have subsets of its rows, columns, and
tables disseminated so that the phrase “ authentic copy” has little meaning. Ingest and
preservation actions may change the formats of files, or may group and split the original objects
deposited. The requirement seeks to ensure that these actions do not lose information that would
support an auditable trail between the original deposited object and the eventual disseminated
object.

A repository should be able to demonstrate the processes to construct the DIP from the relevant
AIP(s). Thisisakey part of establishing that DIPs reflect the content of AlPs, and hence of
original material, in atrustworthy and consistent fashion. DIPs may simply be a copy of AlPs, or
may result from a simple format transformation of an AIP. But in other cases they may be
derived in complex ways from alarge set of DIPs. A user may request a DIP consisting of the
title pages from all e-books published in a given period, for instance, which will require these to
be extracted from many different AlPs. If the repository allows complex DIPs of this nature to be
requested, it will need to put more effort into demonstrating how this metric is met compared
with arepository that only allows requests for DIPs that correspond to an entire AIP.

A repository is not required to show that every DIP it provides can be verified as an authentic
copy of the original; it must show that it can do thiswhen it isrequired.

The distinction between authentic copies of the original and objects traceable to originalsis made
here because some types of object are rarely disseminated as a whole. When they are not, copies
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cannot be spoken of as simply being authentic copies, but rather need to be able to show achain
of trust from the original object(s) to the disseminated fragment.

The distinction can aso be important when transformation processes are applied. For instance,
consider arepository that stores digital audio from radio broadcasts, but enables the
dissemination of derived text that is constructed by automated voice recognition from the digital
audio stream. Thisislikely to be an imperfect process but may still be worthwhile for many of
the purposes of its users. But no one would attest that these texts were authentic copies of the
original audio. Producing an authentic copy means either handing out the original audio stream
or getting a human to verify and correct the transcript against the stored audio.

Thelevel of authentication is to be determined by the Designated Community, and the
requirement is just to enable high levels of authentication, not to imposeit on all copies.
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C. The Designated Community & the Usability of Information

The OAIS Reference Model specifies that a Designated Community is “an identified group of
potential Consumers who should be able to understand a particular set of information. The
Designated Community may be composed of multiple user communities.” The Designated
Community may be associated with a class of objects within one or more Repositories, rather
than a single Designated Community for each Repository. It'simportant to note that a
Designated Community will likely include both information Consumers and information
Providers and the repository’ s assumptions will take their interests and needs into account.

In order to adequately provide digital preservation services, the repository must state its
assumptions about the intended use of the information objects (i.e., Content Information and
PDI) it will hold and preserve. The assumptions provide the foundation of the scope of services
required to satisfy the information needs of the users of the collectionsin the repository. Without
this foundation the repository cannot state the boundaries of its expected capabilities.
Fundamentally, the Content Information and PDI are to be independently understandable to an
appropriate Designated Community. The purpose isto avoid needing experts who are intimately
familiar with the Content Information or PDI on hand to assist users (Consumers) because thisis
expensive and limits how long the information can be retained without |oss.

The Designated Community can be defined and communicated through a variety of mechanisms.
Perhaps the most straightforward way is through marketing materials used for courting
depositors and users. However, the assumptions about the nature of the Designated Community
can be intimated in Producer agreements, user agreements, Web sites, and policy documents.

A step toward public presentation of thisinformation will likely be found in system requirements
documents, use cases, and management policies and procedures. However, without public
availability of thisinformation trust in the repository is jeopardized.

C1. Documentation

C1.1 Repository has a definition of its Designated Community/ies—who it is, what its
knowledge baseis, what levels of service it expects, etc.

Examples of Designated Community definitions include:

e General English-reading public educated to high school and above, with accessto a Web
Browser (HTML 4.0 capable).

o For GISdata: GIS researchers—undergraduates and above—having an understanding of
the concepts of Geographic data and having access to current (2005, USA) GIS
tools/computer software, e.g., Arclnfo (2005).

e Astronomer (undergraduate and above) with accessto FITS software such as FITSIO,
familiar with astronomical spectrographic instruments.

e Student of Middle English with an understanding of TEI encoding and accessto an XML
rendering environment.

o Variant 1. Cannot understand TEI
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o Variant 2: Cannot understand TEI and no accessto XML rendering environment
o Variant 3: No understanding of Middle English but does understand TEI and
XML
e Two groups:. the publishers of scholarly journals and their readers, each of whom have
different rights to access material and different services offered to them.

The Designated Community definition is arrived at through the planning processes used in
creating the repository and defining its services. The definition will be drawn from various
sources ranging from market research, to service level agreements for Producers, to the mission
or scope of the institution within which the repository is embedded.

C1.2 Repository makes the definition of its Designated Communities available.

A public statement of the intended users, the Designated Community, of the repository creates a
touch-point for Consumers to eval uate the service expectations in a broad sense. This
information may be communicated through a variety of means including display on a public Web
site, as part of the charter of the repository, in dataset descriptions, in printed publicity materials,
through informational material for potential depositors, through usage agreements with
Consumers, etc.

C1.3 Repository defines, communicates, and commitsto a definition of “ under standability”
with its Designated Community.

For a given submission of information, the repository must make clear the operational definition
of understandability that is associated with the corresponding Designated Community. The
Designated Community may vary from one submission to another, as may the definition of
understandability that establishes the repository’ s responsibility in this area. This may range
from no responsibility for the case of bit preservation only, to the maintenance of a particular
level of use for the case where understanding by the members of the Designated Community is
determined outside the repository, to the case where the repository has aresponsibility to ensure
agiven level of Designated Community human understanding and must ensure the required
Representation Information to meet this understanding level has been obtained.

It must also include a definition of the Designated Community’ s application tools that are to use
the information (possibly after transformation by repository services). For example, if the
Designated Community is defined as readers of English with access to widely available
document rendering tools, and if this definition is clearly associated with a given set of Content
Information and PDI, then the requirement is met.

C2. Descriptive metadata appropriate to the Designated Community

A repository’ s minimum descriptive metadata requirements must match the needs of the
repository’ s Designated Community. This does not mean being capable of responding to every
request for additional catalog information that comes from its users. Rather, it must make an
assessment, based on utility and cost, of what a representative member of its Designated
Community would want. If the repository serves multiple communities, each of which are

An Audit Checklist for the Certification of Trusted Digital Repositories: Draft for Public Comment 33



interested in different segments of its holdings, then it is acceptable that the minimum
requirements may vary from AIP to AIP. It is natural to expect that if arepository holds both
digital filmsand digital music that the minimum descriptive elements required for film and
music would differ.

For instance, arepository may hold and preserve amodel demonstrating a point made in a book.
End users would be expected to “discover” the work through the text of the book, and the only
discovery requirement for the repository would be to respond to arequest for the published
identifier of the model. A dlightly more expansive requirement might be if the repository holds
digital books, it may decide that atitle isthe minimum information required. Thisis permissible
even if it is capable of holding much richer sets of metadata per book. It is also permissible even
if some of its users would like to be able to search on more exotic criteria, such as the original
publication price, the number of pages, or the fonts used in the text. If the repository can make a
good case that the minimum requirements it has established are sufficient for the maority of
expected uses, it satisfies this requirement.

Focusing on the Designated Community ensures that the repository is not faced with the
impossible task of satisfying all possible users. A scientific data repository may have established
that its Designated Community consists of English-speaking physicists educated to at |east
doctorate level. It is not then afailing if a schoolchild has difficulty in locating material, nor if
the same problems face a professor of biology or a Russian-speaking postdoctoral physicist. This
requirement can also be applied to repositories that expect their holdings to be searched by other
computer programs rather than directly by humans. The repository can establish what types of
software can interrogate its holdings, perhaps by specifying an information exchange protocol
that they must support.

C2.1 Repository articulates minimum metadata requirements to enable the Designated
Community to discover and identify material of interest.

Thereis adistinction here between retrieval metadata and other metadata that describes what has
been found. For example, in alibrary we might say that a book’ stitle is mandatory, but its
publisher is not, because people generally search on thetitle.

Thisis not about being able to satisfy every possible request, but about dealing with the types of
request that atypical user from the Designated Community would want. The minimum
requirements must be articulated. Note that the minimum may be nothing more than an identifier
by which the Designated Community would know and request a deposited object.

C3. Use & usability

It isimportant to realize that repositories are not required to have rigid service levels to which
they must always conform. Guarantees of this sort are appropriate to some repositories. They
may take aform like, “We will always ship your order within 48 hours, or we will inform you by
e-mail if that is not possible.” If such guarantees are provided it is important that the repository
can demonstrate that they are adhered to. But a small repository may not be able to provide them.
It would be acceptable then for it to say that order processing will depend on staff availability
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and demand, but that you can always check the status of the order viaaWeb page, e-mail, or a
telephone call, for instance.

Meeting these requirementsis not simply about providing access to everyone. A repository’s
Consumers (including the Designated Community/ies) may be a small set of people, and
confidentiality requirements or Producer agreements may mean that different members of it may
only be entitled to access highly restricted subsets of the repository’ s holdings. It isimportant for
the repository to demonstrate that it applies these restrictions properly. One of the dimensions of
trust is the trust that information Producers have in the repository. Where information Producers
place requirements on the repository to permit only specific forms of access or use to specific,
identified communities, they must have confidence that the repository will implement these
restrictions in a suitably secure manner.

Not all repositories will have restrictions on access. At the other extreme, some repositories may
hold information where the presumption is that accessis not permitted to anyone (even the
Producers) without a court order. Thiswould be appropriate for highly confidential information
that is being preserved for future access, perhaps many years hence. In some cases repositories
may not even permit the public to know that they hold particular items.

All such ways of working are acceptable provided that the repository makes its policies clear,
and can be seen to adhere to them.

C3.1 Repository documents and communicates to its Designated Community what access
and delivery options are available.

Repository policies should document the various aspects of access to and delivery of the
preserved information. There is ageneral expectation that the policies, or at least the
consequences of them, are made known to the Designated Community. The users should know
what they can ask for, when, how, and whether it will cost (among other things).

The repository must make clear what users can and cannot do, and that the things they can do
meet their reasonable needs. Can users search a catalog viathe Web? Can they visit the
repository to speak to someone to help them find information? Can they download copies
instantly or must they be ordered for postal delivery? Can they request subsets of AIPs, or
multiple AlIPsin asingle request? Can they choose different file formats for delivery? What
types of searches can they perform?

Repository policies should clearly define access and delivery mechanisms availableto its
Designated Communities. Repositories do not have to support any particular type of request;
they just need to state which types of request they can handle (online, batch, on-site, incidental,
programmed or repeated requests—either to be notified when new material of a given type
appears, or automatically receive copies of certain types of material). Similarly, arepository does
not have to support any particular kind of delivery mechanism, but it does need to describe and
communicate what types of delivery it can perform. Are the types of delivery defined and
announced (digital files, sent for example as an e-mail attachment, by Web, by FTP, or sent by
mail on disk, tape, in print)? Are there limits on the types or the size of the result sets?
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In the case where there are charges associated with using the digital objects within the repository,
repository policies should clearly define what chargesit appliesto servicesfor its Designated
Communities. Not all repositories will charge; some will only charge for certain services; some
may have annual subscription fees with unlimited usage and others may charge per item or even
per search. In some repositories, charges will be calculated automatically by an online ordering
system whereas in others the charge for delivering an item may not be known until the itemis
produced. The latter may be the case where substantial manual work is required to produce a DIP
and the work is charged by the hour, for instance. Any and all of these policies are acceptable so
long as the charging mechanism and the services to which it applies are made known to those
who might have to pay the charges. The repository should be able to show that the charging
mechanisms are applied consistently.

Note that repositories might have to deal with a single, homogeneous, or with multiple or
disparate communities. Different policies might be needed for different communities as well as
for different collection types.

C3.2 Repository hasimplemented a policy for recording all access actions (includes
requests, ordersetc.) that meet the requirements of therepository and infor mation
Producer s/depositors.

A repository need only record the actions that meet the requirements of the repository and its
information Producers/depositors. This may mean that little or no information is recorded about
access. That is acceptable if the repository can demonstrate that it does not need to do more.
Some repositories may want information about what is being accessed, but not about who is
doing it. Others may need much more detailed information about access. A policy should be
established and implemented that relates to demonstrable needs. Are these figures being
monitored? Are statistics produced and made available?

C3.3 Repository ensuresthat agreements applicable to access conditions are adhered to.

The repository must be able to show what Producer/depositor agreements (if any) apply to which
AlPs and must validate user identities in order to ensure that the agreements are satisfied.
Although it is easy to focus on denying access when considering conditions of thiskind (that is,
preventing unauthorized people from seeing material), it is just asimportant to show that access
is granted when the conditions say it should be (that is, people who should be permitted to do
things are actually permitted to do them).

Access conditions are often just about who is allowed to see things, but they can be more
complex. They may involve limits on quantities—all members of community A are permitted to
access 10 items ayear without charge, for instance. Or they may involve limits on usage or type
of access—some items may be viewed but not saved for later reuse, or items may only be used
for private research but not commercial gain, for instance.

Various scenarios may help illustrate what is required:
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o If arepository’s material is all open access, the repository can simply demonstrate that
accessistruly available to everyone.

o If al material in the repository isavailable to asingle, closed community, then the
repository must demonstrate that it validates that users are members of this community,
perhaps by requesting some proof of identity before registering them, or just by
restricting access by network addresses if the community can identified in that manner. It
should also demonstrate that all members of the community can indeed gain access if
they wish.

o If different access conditions apply to different AlPs, then the repository must
demonstrate how these are realized.

o If access conditions require users to make some declaration before receiving DIPs, then
the repository must be able to provide evidence that the declarations have been made.
These might be signed forms, or evidence that a statement has been viewed online and a
button clicked to signify agreement. The declarations might involve nondisclosure or
agreement to no commercial use, for instance.

C3.4 Repository has documented and implemented access policies (authorization rules,
authentication requirements) consistent with deposit agreementsfor stored objects.

User credentials are only likely to be relevant for repositories that serve specific communities or
that have access restrictions on some of their holdings. A user credential may be as simple as the
| P address from which a request originates, or may be a username and password, or may be some
more complex and secure mechanism. Thus, this may be anull requirement for some repositories
and require very formal validation for others. The key thing is that the access and delivery
policies are reflected in practice and that the level of validation is appropriate to the risks of
getting validation wrong. Some of the requirements may emerge from agreements with
Producers/depositors and some from legal requirements.

Repository staff will also have occasional need to access stored objects, whether to complete
ingest functions, perform maintenance functions such as verification and migration, or to
produce DIPs. The repository must have policies and mechanisms to protect stored objects
against deliberate or accidental damage by staff (see A5.1).

C4. Verifying under standability

The primary purpose of most repositories isto preserve information so that it can be usable over
time. The potential users of the digital resources, the Designated Community, will have specific
expectations of usability and understandability.

It isthe repository’ s responsibility to make sure it has mechanismsin place to ensure it obtains,

manages, and makes available the Content Information and the PDI in forms that alow the
digital objects to be understandable and usable.
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C4.1 Repository has a documented processto test under standability to the Designated
Community, as previously defined, of the infor mation content associated with the Content
Information and PDI, and thisincludes defining needed steps should the agreed level of
under standability not be met.

It may be that the Content Information or PDI is held by the repository in aform that is not
directly usable by current Designated Community application tools. In such a case the repository
needs to have a defined process for the transformation to a usable form, or how additional
Representation Information is made available (see B3.9).

Repositories that share the burden of ensuring that adequate metadata (documentation) are
captured or generated to meet arequired degree of Designated Community human understanding
may implement any number of procedures to address this requirement. Such repositories
typically have anarrowly defined Designated Community, such as a particular science discipline.
Examples of approaches to meeting this requirement include the retention of individuals with the
discipline expertise, or the periodic assembly of outside community members, to evaluate and
identify additional metadata needed for human understanding.

C4.2 Repository has verified that Content Information and PDI are under standable to
Designated Community.

The repository needs to verify that Content Information and PDI held as AlPs can be made
available in aform that is utilizable by typical Designated Community tools. One way to do this
by selecting subsets of the AlPs, extracting the Content Information, running it through any
documented transformation processes, and then using it with typical Designated Community
tools. The result should match with that expected, and should be recorded for comparisons over
time to ensure long-term preservation.

Repositories that also participate in ensuring that the Content Information and PDI are
sufficiently humanly-understandabl e to the Designated Community need to document the
execution of their process for checking and ensuring this level of understanding. One way to do
thisisfor a Designated Community proxy-reviewer to sign off on the understandability
requirement. Another is to document the assembly of areview team and the results of that
review, including any efforts made to bring the metadata (documentation) to an adequate level of
understandability.
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D. Technologies & Technical Infrastructure

This section is about the system, technologies, and technical infrastructure required to ensure
AlPs can be preserved for the long term, once they are ingested. It does not prescribe specific
hardware and software, but describes best practices for data management and security. Criteria
here are similar to the good computing practices required in international management standards
like 1SO 17799. Repositories or organizations that have undergone SO 17799 certification are
very likely to meet all these criteria.

This section is broken into three layers. Thisfirst layer stresses general system infrastructure
requirements. The second layer addresses appropriate technol ogies, building on the system
infrastructure requirements, with additional criteria specifying the use technologies and strategies
appropriate to the repository’ s Designated Community. The final layer addresses security.
“System” in this section, asin many others, refers to more than IT systems, such as servers,
firewalls, or routers. Fire protection systems and flood detection are significant, as are systems
that involve actions by people.

D1. System infrastructure

Without a secure and trusted infrastructure, the functions carried out on AlPs cannot be trusted—
they are built on a house of cards. Actions specified here are general enough to apply to systems
other than repositories and archives.

D1.1 Repository functions on well-supported oper ating systems and other core
infrastructural software.

The metric specifies well-supported as opposed to manufacturer-supported or other similar
phrases. The level of support for these elements of the infrastructure must be appropriate to their
uses; the repository must understand where the risks lie. The degree of support required relates to
the criticality of the subsystem involved. A repository may deliberately have an old system using
out-of-date software to support some aspects of itsingest function. If this system failsit may take
sometimeto replace it, if it can be replaced at all. Aslong asits failure does not affect mission-
critical functions, thisis acceptable. Systems used for internal development may not be protected
or supported to the same level asthose for end-user service.

D1.2 Repository ensuresthat all platforms have a backup function sufficient for the
repository’s services and for the data held, e.g., metadata associated with access controls,
repository main content, etc.

The repository needs to be able to justify its backup systems. Some will need much more
elaborate backup plans than others.
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D1.3 Repository stipulates the number and location of copies of all digital objects.

The repository must identify the number of copies of all stored digital objects, and the location of
each object and their copies. This appliesto what are intended to be identical copies, not versions
of objects or copies.

The location must be described such that the object can be exactly located without ambiguity. It
can be an absolute physical location or alogical location within a storage media or a storage
subsystem. One way to test this would be to look at a particular object and ask how many copies
there are, what they are stored on, and where they are.

A repository can have different policies for different classes of objects, depending on factors
such as the Producer, the information type, or its value. Some repositories may have only one
copy of everything, stored in one place though thisis definitely not recommended. There may be
additional identification requirements if the data integrity mechanisms use alternative copies to
replace failed copies.

D1.4 Repository has mechanismsin place to insure any/multiple copies of digital objects
ar e synchronized.

If multiple copies exist, there has to be some way to ensure that changes to an object are
propagated to all copies of the object. There must be an element of timelinessto this. It must be
possible to know when the synchronization has completed, and ideally to have some estimate
beforehand as to how long it will take to complete. Depending whether it is automated or
requires manual action (such asthe retrieval of copies from off-site storage) the time involved
may be seconds or weeks. The duration itself isimmaterial—what is important is that thereis
understanding of how long it will take.

There must also be something that addresses what happens while the synchronization isin
progress. This has an impact on disaster recovery: what happensif a disaster happens while an
updateisin progress? If one copy of an object is altered and a disaster occurs whilst other copies
are being updated, it is essential to be able to ensure later that the update is successfully
propagated.

D1.5 Repository has effective mechanisms to detect data corruption or loss.

The repository must detect data loss accurately to ensure that any losses fall within the tolerances
established by policy (see A.3.6). Data losses must be detected and detectabl e regardless of the
source of theloss. This appliesto all forms and scope of data corruption, including detecting
missing objects and fal se objects, corruption within an object, and copying errors during data
migration or synchronization of copies. Ideally, the repository will demonstrate that it has all the
AlPsit is supposed to have and no others, and that they and their metadata are uncorrupted.

The approach must be documented and justified. Common hazards, such as hardware failure,

human error, and malicious action, should be mitigated. Repositories that use well-recognized
mechanisms such as MD5 signatures need only recognize their effectiveness and role within the
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overall approach. But to the extent the repository relies on homegrown schemes they must
provide convincing justification that data loss and corruption are detected within the tolerances
established by policy.

Data losses must be detected promptly enough that routine systemic sources of failure, such as
hardware failures, are unlikely to accumulate and cause data loss beyond the tolerances
established by policy. For example, consider arepository that maintains a collection on identical
primary and backup copies with no other data redundancy mechanism. If the media of the two
copies have a measured failure rate of 1% per year and failures are independent, then thereisa
0.01% chance that both copies will fail in the same year. If the policy were the repository could
not lose more than 0.001% of the collection per year, then the repository would need to confirm
mediaintegrity at least every 72 days to achieve an average time-to-recover of 36 days or about
one tenth of ayear. Thissimplified example illustrates the kind of issues a repository should
consider, but the objective is a comprehensive treatment of the sources of dataloss and their rea
world complexity.

D1.6 Repository reportsto itsadministration all incidents of data corruption or loss, and
stepstaken to repair/replace corrupt or lost data.

The repository must record, report, and repair as possible all violations of dataintegrity. A record
of incidents, recovery actions, and their results should be available. The repository should
document procedures to take when loss or corruption is detected, including standards for
measuring the success of recoveries.

D1.7 Repository has defined processesfor storage media migration.

The repository should have should be triggers for initiating action and understanding of how long
it will take for storage media migration, or “refreshing”—copying between media without
reformatting the bitstream. Will it finish before the mediais dead, for instance? Copying large
guantities of data can take along time and can have impact on other system performance.

It isimportant that the process incorporates a check that the copying has happened correctly.
(SeeB3.2)

D1.8 Repository has a documented change management process that identifies changesto
critical processes.

Examples of thiswould include changes in processes in Data Management, Access, Archival
Storage, Ingest, Security. The really important thing is to be able to know what changes were
made and when they were made. Traceability makes it possible to understand what was affected
by particular instances of systems.

D1.9 Repository has a process for testing the effect of critical changesto the system.

This could cover many different things, from whole-system testing to unit testing. It could be
very expensive and complex safety-type tests are not required. But there should be some
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recognition of the fact that a completely open regime where no changes are ever evaluated or
tested is arecipe for problems. There are other ways of dealing with this problem. Oneisto
ensure that many operations are reversible, so that if acomponent is later discovered to have
failed, the change can be undone.

D1.10 Repository has a processto stay current with the latest operating system security
fixes

The repository must show evidence of how it is operated; automated updates and manual review
by system staff are al acceptable. Database applications, Web servers, etc., are all significant
along with operating systems.

D2. Appropriatetechnologies

A repository should use strategies and standards relevant to its Designated Communities and its
digital technologies.

D2.1 Repository has har dwar e technologies appropriate to the servicesit providestoits
Designated Communities and has proceduresin place to monitor and receive notifications
when har dwar e technology changes ar e needed.

The repository needs to be aware of the types of access services its Designated Community
expects, including where applicable the types of mediato be delivered, and needs to make sure
its hardware capabilities can support these services. For example, it may need to improve its
networking bandwidth over time to meet growing access data volumes and expectations.

D2.2 Repository has softwar e technologies appropriateto the servicesit providesto its
Designated Communities and has proceduresin place to monitor and receive notifications
when softwar e technology changes are needed.

The repository needs to be aware of the types of access services the Designated Community
expects, and to make sure its software capabilities can support these services. For example, it
may need to add format trangdlations to meet the needs of currently widely used application tools,
or it may need to add a data subsetting service for very large data objects.

D2.3 Repository has proceduresin place for monitoring or receiving notifications about
changesin the needs of its Designated Communities (e.g., surveys, formal reviews,
wor kshops, and individual interactions).

The repository may use various mechanisms to maintain awareness of its Designated Community
needs. These mechanisms need to be incorporated into its operating procedures.

D3. Security

“System” hererefersto more than IT systems, such as servers, firewalls, or routers. Fire
protection and flood detection systems are as significant, as are systems that involve actions by
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people. The first two of these requirements are general and the third addresses internal security,
while the remainder address disaster recovery.

D3.1 Repository maintains a systematic analysis of its environment: data, systems,
personnel, physical plant, security needs, etc.

This can mean everything from temperature and humidity requirements to building security to
staff vetting.

D3.2 Repository hasimplemented mechanisms (processes) to adequately addr ess each of
the defined security needs.

The repository must show how it has dealt with its security requirements. If it knows some types
of material are likely to be subject to high levels of attack, it will need to provide additional
levels of protection, for instance.

D3.3 Repository staff have delineated roles, responsibilities, and authorizations.

Whose job involves repository functions? What are the responsibilities of staff? Is the
management’ s picture of this the same as the staff’ s? Authorizations are about who can do
what—who can add users, who has access to change metadata, who can get at audit logs.

D3.4 Repository haswritten disaster preparedness and recovery plan(s), including at least
one off-site copy of all deposited data.

The repository must have a written plan with some approval process for what happens in specific
types of disaster (fire, flood, system compromise, etc.) and for who has responsibility for actions.
Multiple off-sites copies are expected of most repositories, but others may be able to justify not
providing these. The level of detail in adisaster plan, and the specific risks it addresses, needs to
be appropriate to the repository’ s location and service expectations. Fireis an almost universal
concern, but earthquakes probably do not require specific planning all locations. The disaster
plan must, however, deal with unspecified situations that can be foreseen to have specific
consequences, such as lack of accessto abuilding.

D3.5 Repository testsdisaster plansregularly.

There needs to be evidence that the plan is tested. Among the things to be tested are that the
relevant personnel are aware of their rolesin any disaster. Staff should be able to answer
questions like these in compliance with the disaster plan: “What would you do if the fire alarm
went off?” “Do you take decisions during a disaster or follow someone else' s instructions? What
if that someone elseis absent on that day?’

Experience has shown that untested plans do not work. Tests can be walkthroughs of people's

roles or actual system shutdowns. Walkthroughs are more likely to be feasible in many
repositories, asthe loss of service involved in amore rigorous test may not be acceptable.
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Tests do not need to show perfect results, but there should be away to learn from mistakes. Each
test of aplan will usually identify gaps that require corrective action. Also, plans need to evolve
over time as the system infrastructure and the external environment change. The repository
should have a documented rationale for how frequently the disaster plan is tested.

D3.6 Repository has defined processes for service continuity and disaster recovery.

The needs here, and hence the processes, will depend to a great extent on the Designated
Community, their requirements, and the funding available. Service continuity can be anything
from no outage to many weeks outage for some types of disaster. The best response to some
extreme events is a mechanism to hand over responsibility for the repository’ s holdings to some
other organization(s), a process that may take many months or even years. The repository is
simply required to show that some process or agency will ensure that the AlPs are preserved and
that access to them is restored eventually. But no mechanism is perfect and arepository can
acknowledge that it cannot afford to defend its holdings against some risks.
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lll. Audit Instrument for the Certification of Trusted Digital Repositories

I nstitution/Organi zation:

Form Completed By:

Date:

Stage of Development:

Description of Digital Repository:

An Audit Checklist for the Certification of Trusted Digital Repositories: Draft for Public Comment 45



[This page intentionally left blank.]

An Audit Checklist for the Certification of Trusted Digital Repositories: Draft for Public Comment

46



Planned?

Documented?

I mplemented?

Evaluated?

Notes

A. The Organization

A1l. Governance & organizational viability

A1l.1. Repository has a mission statement that reflects a commitment
to the long-term retention of, management of, and access to digital
information on behalf of depositors.

A1.2. Repository has aformal succession plan, contingency plans,
and/or escrow arrangementsin place in case repository ceases to
operate or substantially changes its scope (i.e., return with adequate
prior notification of digital objects to depositors and/or trusted
inheritors identified).

A2. Organizational structure & staffing

A2.1. Repository staff have skills and expertise appropriate to their
duties.

A2.2. Repository has appropriate number of staff to support all
functions and services designated in agreements with depositors.

A2.3. Repository commits to professional development to keep staff
expertise and skills current.

A3. Procedural accountability & policy framework

A3.1. Repository has a mechanism in place for reviewing, updating,
and developing comprehensive policies and procedures as
repositories grow and as the community practice evolves.

A3.2. Repository has monitoring and feedback mechanismsin place
to ensure continued operation, support problem resolution, and
address evolving requirements of providers and consumers.

A3.3. Repository is committed to formal, periodic review and
assessment to ensure continued development.

A3.4. Repository has a documented history of the changesto its
operations, procedures, software, hardware, traceable to its
preservation strategies where appropriate.

A3.5. Repository commits to transparency and accountability in all
actions supporting the operation and management of the repository.
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Planned?

Documented?

I mplemented?

Evaluated?

Notes

A3.6. Repository commits to define, collect, track, and provide on
demand, its information integrity measurements.

A3.7. Repository commits to aregular schedule of certification and to
notifying certifying bodies of operational changes that will change or
nullify its certification status.

A4. Financial sustainability

A4.1. Repository has a short- and long-term business planning
process in place to support sustainability.

A4.2. Repository hasin place at least annual processesto review and
adjust business plans as necessary.

A4.3. Repository business planning and practices are transparent,
compliant with relevant accounting standards and practices, and
auditable.

A4.4. Repository has ongoing commitment to risk, benefit,
investment, and expenditure analysis and reporting (including assets,
licenses, and liabilities).

A4.5. Repository recognizes the eventual strong possibility of agap
between repository-generated funding and the funding necessary to
meet the repository’ s commitments to its depositors. It commits to
bridging these gaps by securing funding and resource commitments
specifically for that purpose; these commitments can come either
from the repository itself or parent organizations, as applicable.
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Planned?

Documented?

I mplemented?

Evaluated?

Notes

Ab. Contracts, Licensesand Liabilities

AS5.1 If repository manages, preserves, and/or provides access to
digital materials on behalf of another organization, it has and
maintains appropriate contracts or deposit agreements.

Ab5.2 Repository contracts or deposit agreements must specify and/or
transfer appropriate preservation rights, as necessary.

A5.3 Repository tracks and manages copyrights and restrictions on
use as required by contract or license

A5.4 If repository ingests digital content with unclear
ownership/rights, it has policies addressing liability and challengesto
those rights.
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Planned?

Documented?

I mplemented?

Evaluated?

Notes

B. Repository Functions, Processes & Procedures

B1. Ingest/acquisition of content

B1.1. Repository identifies propertiesit will preserve for each class of
digital object.

B1.2. Repository has specified all appropriate aspects of acquisition,
maintenance, access, and withdrawal issues in written agreements
with depositors.

B1.3. Repository has an identifiable, written definition for each SIP or
class of information ingested by the repository.

B1.4. Repository has a process to ensure that the information is
acquired from the expected source.

B1.5. Repository obtains sufficient physical control over the digital
objects to preserve them.

B1.6. Repository’singest process verifies each SIP for completeness
and correctness.

B1.7. Repository provides producer/depositor with appropriate
responses at predefined points during the ingest processes.

B1.8. Repository can demonstrate that all SIPs are either accepted as
whole or part of an eventual AIP, or otherwise disposed of ina
recorded fashion.

B1.9. Repository can demonstrate when preservation responsibility is

formally accepted for the contents of the AIP.
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Planned?

Documented?

I mplemented?

Evaluated?

Notes

B2. Archival storage: management of archived information

B2.1. Repository has an identifiable, written definition for each AIP
or class of information preserved by the repository.

B2.2. Repository has a definition of each AIP (or class) that is
adequate to fit long-term preservation needs.

B2.3. Repository has a definition of how AlPs are derived from SIPs.

B2.4. Repository has and uses a naming convention that can be
shown to generate visible,unique IDsfor all AlPs.

B2.5. If unique identifiers are associated with SIPS before ingest, they
are preserved in away that maintains a persistent association with the
resultant AlP.

B2.6. Repository verifies each AIP for completeness and correctness
when generated.

B2.7. Repository provides an independent mechanism for audit of the

integrity of the repository collection/content.
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Planned?

Documented?

I mplemented?

Evaluated?

Notes

B3. Preservation planning, migration, & other strategies

B3.1. Repository has documented preservation strategies.

B3.2. Repository implements/responds to strategies for AlP storage
and migration.

B3.3 Repository uses appropriate international representation
information [including format] registries

B3.4. Repository records/registers representation information
[including formats] ingested

B3.5. Repository preserves the content information of AlPs.

B3.6 Repository acquires Preservation Description Information for its
associated content information.

B3.7. Repository actively monitors AP integrity.

B3.8. Repository has contemporaneous records of actions taken
associated with ingest and archival storage processes and those
administration processes which are relevant to the preservation.

B3.9. Repository has mechanismsin place for monitoring and
notification when format (or other representation information)
obsolescence is near/or are no longer viable.

B3.10. Repository has mechanismsto change its preservation plans as
aresult of its monitoring activities.

B3.11. Repository can provide evidence of the success of its
preservation planning
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Planned?

Documented?

I mplemented?

Evaluated?

Notes

B4 Data M anagement

B4.1. Repository captures or creates this minimum descriptive
metadata and ensures it is associated with the AIP

B4.2. Repository can demonstrate that referential integrity is created
between all AlPs and associated descriptive information.

B4.3. Repository can demonstrate that referential integrity is
maintained between all AIPs and associated descriptive information.

B.5 Access M anagement

B5.1. Repository access management system fully implements access
policy

B52. Repository logs all access management failures, and staff review|
inappropriate “access denial” incidents.

B5.3. Repository can demonstrate that the process that generates the
DIP is completein relation to the request.

B5.4. Repository can demonstrate that the process that generates the
DIP iscorrect in relation to the request.

B5.5. Repository must demonstrate that all access requests result in a
response of acceptance or rejection.

B5.6. Repository enables the dissemination of authentic copies of the
original or objects traceable to originals
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Planned?

Documented?

I mplemented?

Evaluated?

Notes

C. Designhated Community and the Usability of Information

C1. Documentation

C1.1. Repository has a documented definition of its designated
community/ies--who it consists of, its knowledge base, what |levels of
service it expects, etc.

C1.2. Repository makes the definition of its Designated Communities
available.

C1.3. Repository defines, communicates, and commits to a definition
of "understandability” with its Designated Community.

C2. Descriptive M etadata Appropriate to Designated Community

C2.1. Repository articulates minimum metadata requirements to
enable the Designated Community to discover and identify material
of interest.

C3. Use and Usability

C3.1. Repository documents and communicates to its designated
community what access and delivery options are available.

C3.2. Repository has implemented a policy for recording all access
actions (includes requests, orders etc.) that meet the requirements of
the repository and information producers/depositors.

C3.3. Repository ensures that agreements applicable to access
conditions are adhered to.

C3.4. Repository has documented and implemented access policies
(authorization rules, authentication requirements) consistent with
deposit agreements for stored objects.
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Planned?

Documented?

I mplemented?

Evaluated?

Notes

C4. Verifying Under standability

C4.1. Repository has a documented process to test ‘ understandability
to the Designated Community’, as previously defined, of the
information content associated with the Content Information and PDI,
and this includes defining the appropriate steps necessary should the
agreed level of ‘understandability’ not be met.

C4.2. Repository has verified that Content Information and PDI are
understandable to Designated Community.
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Planned?

Documented?

I mplemented?

Evaluated?

Notes

D. Technologies & Technical Infrastructure

D1. System infrastructure

D1.1. Repository functions on well-supported operating systems and
other coreinfrastructural software.

D1.2. Repository ensures that al platforms have a backup function,
sufficient for the repository's services and for the data held (e.g.,
metadata associated with access controls, repository main content,
etc.)

D1.3. Repository stipulates the number and location of copies of all
digital objects.

D1.4. Repository has mechanismsin place to insure any/multiple
copies of digital objects are synchronized.

D1.5. Repository has effective mechanisms to detect data corruption
or loss.

D1.6. Repository reports to its administration all incidents of data
corruption or loss, and steps taken to repair/replace corrupt or lost
data.

D1.7. Repository has defined processes for storage media migration.

D1.8. Repository has a documented change management process that
identifies changesto critical processes.

D1.9. Repository has a process for testing the effect of critical
changes to the system.

D1.10. Repository has a process to stay current with the latest
operating system security fixes.
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Planned?

Documented?

I mplemented?

Evaluated?

Notes

D2. Appropriate technologies

D2.1. Repository has hardware technol ogies appropriate to the
servicesit provides to its designated communities and has procedures
in place to monitor and receive notifications when hardware
technology changes are needed.

D2.2. Repository has software technol ogies appropriate to the
servicesit provides to its designated communities and has procedures
in place to monitor and receive notifications when software
technology changes are needed.

D2.3. Repository has procedures in place for monitoring or receiving
notifications about changes in the needs of its Designated
Communities (e.g., surveys, formal reviews, workshops and
individual interactions).

D3. Security

D3.1. Repository maintains a systematic analysis of its environment:
data, systems, personnel, physical plant, security needs, etc.

D3.2. Repository has implemented mechanisms (processes) to
adequately address each of the defined security needs.

D3.3. Repository staff have delineated roles, responsibilities, and
authorizations.

D3.4. Repository has written disaster preparedness and recovery
plan(s) (including at least one off-site copy of all deposited data).

D3.5. Repository tests disaster plans regularly.

D3.6. Repository has defined processes for service continuity and
disaster recovery.
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Glossary
Many of these terms are taken from the glossary of OAIS (2002).

Archival Information Package (AIP): An Information Package, consisting of the Content
Information and the associated Preservation Description Information (PDI), that is preserved
within an OAIS.

Backup: The periodic capture of information to guard against system or component failure or
against accidental or deliberate corruption of the system or system metadata. It is separate from
the actions that most repositories will take of holding multiple copies of AlPs. Backups should
ensure that lost or corrupted metadata can be restored, or that afailed system can be rebuilt and
reintegrated into the repository with minimum loss of information. Backups are not expected to
prevent all information loss. They are intended to restore a system or a component to a known
state in a manner consistent with other system components, where thisis applicable.

Content Information: The set of information that is the original target of preservation. It is
composed of the digital object and its Representation Information.

Copies: Different logical or physical instances of the same object. Usually this will mean bit-
wise identical copies stored on different file systems, on different media and/or in different
locations. Most, but not all, repositories will have more than one copy of each AIP to guard
against mediafailure or system failure. Some may choose to protect against certain software
failures by using two different mechanisms to store the same object, such as having both a TAR
and a ZIP file containing the same collection of files. In this case the bitstreams are different
because the encapsulation format is different, but there is no question that they represent the
same digital object. “Copies’ aso be taken to refer to different forms of the same entity that a
repository may choose to hold for operational reasons. One trivial example might be the storage
of TIFF and JPEG versions of an image to speed the production of DIPsin JPEG format. Here
one formis clearly derived from the other, but it isimportant that changesin one form are
propagated to the other in a predictable fashion.

Descriptive Information: The set of information, consisting primarily of Package Descriptions,
that is provided to Data Management to support the finding, ordering, and retrieval of OAIS
information holdings by Consumers.

Designated Community: An identified group of potential Consumers who should be able to
understand a particular set of information. The Designated Community may be composed of
multiple user communities.

Digital repository / Digital archive: These two terms are often used interchangeably. OAIS
uses archive when referring to an organization that intends to preserve information for access
and use by a Designated Community. Trusted Digital Repositories: Attributes and
Responsibilities prefers the term digital repository. Digital archives and digital repositories
should not be confused with either digital libraries, which collect and provide access to digital
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information, but may not commit to its long-term preservation, or data archives, which do
include long-term preservation but limit their collections to statistical datasets.

Disaster: Any event that threatens or interrupts the operation of the repository and that, without
corrective action, threatens the long-term preservation of its holdings. Disasters can include
things that threaten the physical environment such asfire, flood, and explosion. They can also
include the loss of facilities such as protracted network outages, or the inability to gain accessto
abuilding for prolonged periods due to severe weather or other contingencies.

Dissemination I nformation Package (DI P): The Information Package, derived from one or
more AIPs, received by the Consumer in response to arequest to the OAIS.

Open Archival Information System (OAIS) Reference M odel: Developed by the Consultative
Committee on Space Data, a conceptual framework and reference tool for defining adigital
repository. It provides amodel of the environment, functions, and data types for implementing a
digital repository. The OAISisan official 1SO standard (14721).

Preservation Description Information (PDI): The information that is necessary for adequate
preservation of the Content Information; it can be categorized as Provenance, Reference, Fixity,
and Context Information.

Representation Information: The information that maps a Data Object into more meaningful
concepts. An example is the ASCII definition that describes how a sequence of bits (i.e., a Data
Object) is mapped into a symbol.

Submission Information Package (SIP): An Information Package that is delivered by the
Producer to the OAIS for use in the construction of one or more AlPs.

Versions of an object: A phrase that will not apply to al repositories. It is referenced here to
avoid possible confusion, as Section D makes no requirements as to how versions of an object
are handled. It refersto the fact that some objects can be considered to be later or alternative
forms of other objects, such as the director’ s cut of afilm compared with the original cinema
version, or different editions of the same book, or draft and final versions of a given document. A
repository will usually choose to identify, through descriptive metadata, this type of relationship
but it does not impinge on the preservation requirements of each object.
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Appendix 1: A Discussion of Understandability & Use

OAIS states that the “ Repository must ensure that the information to be preserved is
independently understandabl e to the Designated Community.” In other words, the community
should be able to understand/use the information without needing the assistance of the experts
who produced the information.

The definition of “understandable” in the context of a digital repository must be clearly defined,
communicated, and committed to between repository and Producer. It may lie somewhere
between “reproduce the bitstream as deposited,” in the case where the bitstream by itself is
always usable by the Designated Community, and “ensure the Information Content is rendered or
performed, intelligible, and usable to the Designated Community given its current knowledge
base, tools, and practices.”

As apart of the process of submitting material to adigital repository, the repository must address
the issue of the submission’s information content and the extent to which this content is
understandable to its Designated Community. The repository’ s responsibility should be defined
in its charter, and it may be further elucidated in the Submission Agreement negotiated between
the repository and the Producer. The extent of this responsibility can vary widely. If the
repository isonly tasked to preserve bits, not information content, for a submission, then this
responsibility is not relevant.

More complex cases requiring information preservation can be viewed from two extremes. When
arepository has minimal responsibility, the repository may be assured by the Producer that the
information submitted is understandabl e to the Designated Community. The repository must
have a clear definition of the Designated Community that includes the extent to which the
repository needs to ensure the information content can be used by the Community’ s application
tools. For example, if the Designated Community is defined as readers of English with accessto
widely available document rendering tools, the repository must ensure that the submitted
information meets these criteria at the time of submission and that the corresponding information
it delivers continues to do so (see Section B3 on preservation activities).

When arepository takes maximum responsibility, the repository cannot rely solely on the
Producer’ s planned submission and must take additional stepsto ensure that the information it
receives for preservation can be understood by the Designated Community and is sufficiently
usable. Again, the definition of the Designated Community should include the extent to which
the repository needs to ensure the information content can be used by the community’s
application tools. The steps taken may include consulting with outside sources to evaluate the
degree to which the information is understandable, and efforts by the repository to gather the
additional metadata needed. This enables the repository to perform information preservation as
well as bit preservation, and to do so long after the original Producers of the information are no
longer available. The two major categories of information that must be understandable to the
Designated Community are the Content Information and PDI. This discussion addresses only the
Content Information, but it appliesto the PDI too asit will have its own Representation
Information.
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Once the Primary Digital Object, its Representation Information (i.e., Content Information), and
adefinition of “understandable” have been determined, it is possible to ask whether what the
repository disseminates is understandabl e to the Designated Community. In other words, it must
be possible to apply the Representation Information to the Primary Digital Object and have the
result be understandable to typical members of the Designated Community. This application
process could take place within the repository, with only the result presented to the Designated
Community in some new representation, or it could be left for the Designated Community to
accomplish. If the process takes place within the repository, the repository must maintain its
ability to performiit. If it isleft to the Designated Community, the repository must also maintain
the Representation Information so that it is *“ understandable’ to the Designated Community, and
it will need to periodicaly verify that most of the Designated Community can still perform the
process, or the Designated Community must formally commit to this responsibility.

For example, the repository may maintain software that uses, or even partially or fully embodies,
the Representation Information to render the Primary Digital Object in an informative visual or
auditory manner for human consumption. Alternatively, the repository’ s software may present all
the information through an interface acceptable to Designated Community applications. Or the
repository may provide the Primary Digital Object and Representation Information, including
their relationships, directly to the Designated Community with the understanding that the
Designated Community understands how to apply the Representation Information to the Primary
Digital Object to obtain understandable information. Scientific datasets often fall into thislast
category.

In short, the repository must maintain whatever is agreed to constitute the Content Information
and its understandability requirements for the Designated Community. For certification, it is
important for the repository to make clear its criteriafor determining the Content Information
and for determining its Designated Community’ s understandability requirements so that a third
party can evaluate them in specific cases and with respect to the repository’ s charter.

Some examples can clarify the relationships among Representation Information, a Designated
Community’ s needs, and the repository service that makes the information available to the
Designated Community:

1. Digital Object Type: Word version 3 binary file from a government agency.

e Representation Information: Identifier of the format being “Word v3” and being proprietary.

e Content Information: Information from a government agency in a Word document.

o Designated Community: General public with access to widely available document rendering
tools.

o Definition of “understandable’: The Content Information isin aformat currently renderable
with widely available document rendering tools.

e Repository Access Service: Provides abinary file in aformat currently renderable with
widely available document rendering tools along with a unique identifier of the format type
and the PDI. Upon request, may send the original binary file with its unique Representation
Information identifier, assuming these are different. Note that for this proprietary format, the
full Representation Information may only be available in the form of “embedded within the
rendering software.”
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. Digital Object Type: Binary file produced by the PDF application.
Representation Information: Identifier of PDF-A format, described in aregistry.
Content Information: Document describing a medical procedure.
Designated Community: English readers having a knowledge base typical of second-year
medical students.
o Definition of “understandable’: Visually rendered exactly like visual rendering of original
submission.
e Repository Access Service: Binary file, PDI, and PDF-A rendering application is made
available.

o e e N

3. Digital Object Type: Binary file containing observations from an instrument on a satellite.

e Representation Information: Binary file format definition and the definition of the meaning
of the fieldsin the format (including detailed sensor characteristics of the satellite
instrument), all given in an EAST (aformal syntax language) description with associated
Data Dictionary.

e Content Information: Data from an instrument on a satellite.

o Designated Community: English readers having athird-year graduate school education in the
associated scientific discipline.

o Definition of “understandable’: Original binary file is accompanied with sufficient
Representation Information to allow a member of the Designated Community to understand
how to access al the fieldsin the binary file, to understand what each field means, and to
understand the rel ationships among the fields, and, using the PDI, to understand the context
in which the field values were obtai ned.

o Repository Access Service: Provides the binary file, the Data Dictionary, EAST description,
PDI information, and an identifier that allows a person to find the standards document that is
the definition of EAST description language.

AN

. Digital Object Type: Software source code to perform simple function *A’.

o Representation Information: Identification of the language the code is written in, and a
pointer to a definition of that language. If available, a natural language description of what
function ‘A’ does. Also, adescription of the inputs and the expected outputs, all
understandable to the Designated Community.

« Content Information: Understandable and useable software source code.

o Designated Community: Software developers who may have an interest in code for functions
like'A’.

o Definition of “understandable’: Fully documented source code is delivered with references
(pointers) to primary technology dependencies such as language definition, system call,
operating systems dependencies, build system, software environment requirements, relevant
data standards, etc. All text isdelivered in a currently usable character set. Information is
sufficient to allow a member of the Designated Community to either compile and use the
code correctly or to successfully transform the function to another language.

« Repository Access Service: Provides the software source code, Representation | nformation,

and PDI upon request.
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. Digital Object Type: Software executable code.

e Representation Information: Identification of the platform environment in which the software
can run, possibly including pointersto full descriptions of that environment and perhaps
additionally to an emulation of that environment. Hopefully available, a natural language
description of what function the code performs. Also, a description of the inputs and
expected outputs, all understandable to the Designated Community.

o Content Information: Useable software executable.

e Designated Community: Software developers who may have an interest in code performing
such functions.

o Definition of “understandable’: Binary object, executable in the environment specified in the
Representation Information, with Representation Information and PDI that may be read and
understood by members of the Designated Community.

e Repository Access Service: Provides the software executable code, Representation

Information, and PDI upon request.

6. Digital Object Type: Musical score in a nonproprietary binary format.

e Representation Information: Description of the format in PDF-A, with a pointer to the PDF-
A description in adifferent registry/repository.

o Content Information: Musical score for a synthesizer.

e Designated Community: German readers who wish to generate music using a computer and
synthesizer from adigital representation of the score.

o Definition of “understandable’: Binary bitstream reproduced as delivered, Representation
Information and PDI delivered in German.

o Repository Access Service: Provides the binary file, Representation Information, and PDI
upon request.
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